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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Screenshots and graphics in this book may differ slightly from what you see due to differences in your
product firmware or your computer operating system. Every effort has been made to ensure that the
information in this manual is accurate.

Related Documentation
e Quick Start Guide

The Quick Start Guide shows how to connect the VMG.
¢ More Information

Go to support.zyxel.com to find other information on the VMG.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
* The VMG4005-B50B may be referred to as the ‘VMG' in this guide.
* Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket (> ) within a screen name denotes a mouse click. For example, Network Setting
> Home Networking > LAN Setup means you first click Network Setting in the navigation panel, then
the Home Networking sub menu and finally the LAN Setup tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The VMG icon is not an exact
representation of your device.

VMG Generic Router Wireless Router / Access Point
Switch Telephone USB Storage Device
@ o

Server Cell Tower Printer

E =T

Telephone Jack Splitter
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CHAPTER 1
VMG Introduction

1.1 Overview

The VMG is a VDSL modem, which provides a fast Infternet access over plain telephone wire. After you
make the connections and turn it on, the VMG can automatically access the Internet. If the VMG faiils to
connect to the Internet, refer to Section 14.3 on page 52.

It also supports Universal Plug and Play (UPnP) where UPnP devices can dynamically join the VMG
network.

You can use the Web Configurator to view fraffic stafistics, upload firmware and allow external
management of the VMG.

1.1.1 Internet Access

Use the gray phone cable to connect the DSL port to a DSL splitter or directly to the telephone wall
ouflet. You can have multiple WAN services over one ADSL or VDSL. The VMG cannot work in ADSL and
VDSL mode at the same time.

Note: The ADSL and VDSL lines share the same DSL interface in the VMG.
A computer, gateway, or router can connect to the VMG's LAN port.

Figure 1 VMG's Internet Access Application
- T
ADSL/VDSL

W/

v

f

Gigabit LAN

1.2 Ways to Manage the VMG

Use any of the following methods to manage the VMG.

¢ Web Configurator. This is recommended for management of the VMG using a (supported) web
browser.

VMGA4005-B50B User's Guide
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Chapter 1 VMG Introduction

1.3 Good Habits for Managing the VMG

Do the following things regularly to make the VMG more secure and to manage the VMG more
effectively.

¢ Change the Web Configurator password. Use a password that is not easy to guess and that consists of
different types of characters, such as numbers and letters. Refer to Section 10.2.1 on page 41 for
details

* Write down the password and put it in a safe place.

¢ Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the VMG to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the VMG. You could simply restore your
last configuration. Refer to Section 12.2 on page 45 for details.

1.4 Hardware

1.4.1 Front Panel

The LED indicators are located on the front panel. The following graphic displays the front panel of the
VMG.

Figure 2 LEDs on the VMG

O @ ©® @

ZYXEL

1.4.2 LEDs (Lights)

The following table describes the LEDs.
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Chapter 1 VMG Introduction

None of the LEDs are on if the VMG is not receiving power.

Table 1 LED Descriptions
LED COLOR | STATUS DESCRIPTION
(I) Green Oon The VMG is receiving power and ready for use.
Power Blinking The VMG is in the booting state and getting ready for use.
Red On The VMG detected an error while self-testing, or there is a device
malfunction.
Blinking The VMG is uploading firmware.
Off The VMG is not receiving power.
('{') ('é') Green On The ADSL/VDSL line is up.
DSL1 Blinking The VMG is initializing the ADSL/VDSL line.
DsL2 Off The DSL line is down.
Green Oon The VMG has a successful 10/100/1000 Mbps Ethernet connection with a
device on the Local Area Network (LAN).
Ethernet Blinking | The VMG is sending or receiving data to/from the LAN at 10/100/1000
Mbps.
Off The VMG does not have an Ethernet connection with the LAN.

1.4.3 Bottom Panel

The connection ports are located on the bottom panel. The following graphic display the bottom panel.

Figure 3 Bottom Panel

& .\0
D e —

The following table describes the items on the bottom panel.

Table 2 Bottom Panel Ports

LABEL DESCRIPTION

DSL Connect a RJ-11 cable to the DSL port for Infernet access.

LAN Connect a router/gateway to the Ethernet port for Internet access.

Reset Press the button to return the VMG to the factory defaults.

Power Connect the power adapter and then can press the power button to start the VMG.

1.4.4 RESET Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET

button at the back of the device to reload the factory-default configuration file. This means that you will
lose all configurations that you had previously and the password will be reset to the factory default (see
the device label).

VMGA4005-B50B User's Guide
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Chapter 1 VMG Introduction

1 Make sure the POWER LED is on (not blinking).

2 Toset the device back to the factory default settings, press the RESET button for more than five seconds
or until the POWER LED begins to blink and then release it.

When the POWER LED begins to blink, the defaults have been restored and the device restarts.

1.4.5 Wall Mounting

You may need screw anchors if mounting on a concrete or brick wall.

Table 3 Wall Mounting Information

Distance between holes 80 mm
Screws Two
Screw anchors (opfional) Two

The following figure infroduces the specifications of the screws and screws anchors for wall mounting.

Figure 4 Screws & Screw Anchors Specifications

s

32.0~38.0

*2 < 65-75 ](%

J

Unit: mm

Tapping Screw M4x30 mm
=) 75~8.0 30.75~3275
g x2 9 @ @mmmmmm.ooms
2.0~23

Unit: mm

1 Select a position free of obstructions on a wall strong enough to hold the weight of the device.
Do NOT wall-mount the VMG over the height of 2 meters.
2 Mark two holes on the wall at the appropriate distance apart for the screws.

Be careful to avoid damaging pipes or cables located inside the wall
when drilling holes for the screws.

Figure 5 Distance Between Holes

VMGA4005-B50B User's Guide
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Chapter 1 VMG Introduction

3

If using screw anchors, drill two holes for the screw anchors into the wall. Push the anchors info the full
depth of the holes, then insert the screws into the anchors. Do not insert the screws all the way in - leave
a small gap of about 0.5 cm.

If not using screw anchors, use a screwdriver to insert the screws intfo the wall. Do not insert the screws all
the way in - leave a gap of about 0.5 cm.

Make sure the screws are fastened well enough to hold the weight of the VMG with the connection
cables.

Align the holes on the back of the VMG with the screws on the wall. Hang the VMG on the screws.

Figure 6 Wall Mounting Example

VMGA4005-B50B User's Guide
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CHAPTER 2
The Web Configurator

2.1 Overview

The Web Configurator is an HTML-based management interface that allows easy VMG setup and
management via Internet browser. Use Internet Explorer 11 and later versions or Mozilla Firefox 67.0.2 and
later versions or Safari 5.0 and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your VMG. Web pop-up blocking is enabled by default in
Windows 10.
» JavaScript (enabled by default).

e Java permissions (enabled by default).

2.1.1 Access the Web Configurator

5

Make sure your VMG hardware is properly connected (refer to the Quick Start Guide).

Make sure your computer has an IP address in the same subnet as the VMG. Your computer should
have an IP address from 192.168.1.2 to 192.168.1.254. See your computer help or refer to Section 14.5 on
page 53.

Launch your web browser. If the VMG does not automatically re-direct you to the login screen, go to
http://192.168.1.1.

A password screen displays. To access the administrative Web Configurator and manage the VMG,
type the default username admin and password (in the VMG's label) in the password screen and click
Login. If you have changed the password, enter your password and click Login.

Figure 7 Password Screen

ZYXEL

Welcome

Welcome to VMG4005-B50B configuration interface.

Username: L
Password: )

The following screen displays if you have not yet changed your password. Enter a new password, retype
it fo confirm and click Apply.

VMGA4005-B50B User's Guide
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Chapter 2 The Web Configurator

Figure 8 Change Password Screen

ZYXEL

Change Password
The password must contain 6 to 64 characters, include 0-2 and a-z.

New Password :

Verify New Password :

B No need to change password. Do not show this page next time.

The Status screen appears, where you can view the VMG's interface and system information.

Note: You can only enter the wrong password up fo three times. After that, you will be locked
out of the Web Configurator for five minutes. You can change this setting in
Maintenance> User Account> Add New/Edit Account (see Section 10.2.1 on page 41).

VMGA4005-B50B User's Guide
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Chapter 2 The Web Configurator

2.2 Web Configurator Layout

Figure 9 Screen Layout

z )(EL VMG4005-B50B L | E logout

Statuz

Refresh Interval
ms

Host Name: VMG4005-B50B System Up Time: O days: O hours: 2 minutes

Model Number: WMG4005-B508 Current
Date/Time:

System

Firmware Version: V5.13[{ABRLO)b4 Resource:

WAN Information -CPUUsage: [ | 4%
Usage:

- IP Address: 192148111

- IP Subnet Mask: 255.255.2550

- IPvé Link Local Address fe80::cabc:87f:feB6:c810
- MAC Address: CB:6C:87:86:C8:10

1970-01-01/00:06:01
Serial Number: S120Y1 6073600

Interface Status Rate

LAMN 1 Up 1000M / Ful
DSL Mo Link MN/A

Connecfion Status

As illustrated above, the main screen is divided into these parts:

e A -title bar
e B-main window

* C - navigation panel

2.2.1 Title Bar

The title bar provides some icons in the upper right corner.

! English % = Logout

VMGA4005-B50B User's Guide
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Chapter 2 The Web Configurator

The icons provide the following functions.

Table 4 Web Configurator Icons in the Title Bar

ICON DESCRIPTION
] Language: Select the language you prefer.
2

&= Logout

Logout: Click this icon to log out of the Web Configurator.

2.2.2 Navigation Panel

Use the menu items on the navigation panel to open screens to configure VMG features. The following
tables describe each menu item.

Table 5 Navigation Panel Summary

LINK TAB FUNCTION
Connection Status This screen shows the network status of the VMG and computers/devices
connected to it.
Network Setting
Home LAN Setup Use this screen to configure the LAN IP address and subnet mask.
Networking -
UPnP Use this screen to turn UPnP and UPnP NAT-T on or off.
System Monitor
Log System Log Use this screen to view the status of events that occurred fo the VMG.
You can export or email the logs.
Traffic Status WAN Use this screen to view the status of all network traffic going through the
DSL port of the VMG.
LAN Use this screen to view the status of all network traffic going through the
LAN ports of the VMG.
ARP Table ARP Table Use this screen to see the IPv4 address and MAC address of each DHCP
connection.
xDSL Statistics xDSL Statistics Use this screen to view the VMG's xDSL traffic statistics.
Maintenance
System System Use this screen to set Device name and Domain name.

User Account

User Account

Use this screen to change user password on the VMG.

&Nslookup

Firmware Firmware Use this screen to upload firmware to your VMG.

Upgrade Upgrade

Backup/Restore | Backup/Restore Use this screen to backup and restore your VMG's configuration
(seftings) or reset the factory default settings.

Reboot Reboot Use this screen to reboot the VMG without turning the power off.

Diagnostic Ping&Traceroute | Use this screen fo identify problems with the DSL connection. You can

use Ping, TraceRoute, or Nslookup to help you identify problem:s.

VMGA4005-B50B User's Guide
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CHAPTER 3
Network Status

3.1 Overview

After you log into the Web Configurator, the Status screen appears. This shows the current status of the
VMG, system resources, and interfaces (LAN and DSL).

3.2 Status

Use this screen to view the network connection status of the device and its clients. A warning message
appears if there is a connection problem. You can configure how often you want the VMG to update
this screen in Refresh interval.

VMGA4005-B50B User's Guide
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Figure 10 Status Screen

ZY)< E L VMG4005-B50B L . E logout

Status

Refresh Interval

Host Name:
Model Number:
Serial Number:
Firmware Version:
WAN Information

LAN Information

- IP Address:
- IP Subnet Mask:

- IPvé Link Local Address:

- MAC Address:

VMG4005-B50B System Up Time: O days: 0 hours: 2 minutes

VMG4005-8508 Current
Date/Time:

System
V5.13[ABRLO)b4 Resource:

1970-01-01/00:08:01
S190Y14073600

- CPU Usage:

- Memory
Usage:
192.168.1.1

255.255255.0
te80::cabc:87ff:feBb:.ci0
C8:4C:87:86:C8:10

Interface Status Rate

LAMN 1 Up 1000M / Ful
DSL Ma Link MN/A

Each field is described in the following table.

Table 6 Status Screen

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the VMG to update this screen.

Device Information

Host Name

This field displays the VMG system name. It is used for identification.

Model Number

This shows the model number of your VMG.

Serial Number

This field displays the serial number of the VMG.

Firmware
Version

This is the current version of the firmware on the VMG.

WAN Information (These fields display when you have an Internet connection.)

Encapsulation

This field displays the current encapsulation method.

IP Address

This field displays the current IP address of the VMG in the WAN.

IP Subnet Mask

This field displays the current subnet mask in the WAN.

MAC Address

This shows the WAN Ethernet adapter MAC (Media Access Control) address of your VMG.

VMGA4005-B50B User's Guide
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Table 6 Status Screen (continued)

LABEL DESCRIPTION
Primary DNS This field displays the first DNS server address assigned by the ISP.
server

Secondary DNS
server

This field displays the second DNS server address assigned by the ISP.

DHCP

This field displays whether the WAN interface is using a dynamic IP address or a static IP
address. Choices are:

Client - The WAN interface can obtain an IP address from a DHCP server.

None - The WAN interface is using a static IP address.

LAN Information (This

is information about the LAN port.)

IP Address

This is the current IP address of the VMG.

IP Subnet Mask

This is the current subnet mask.

IPvé6 Link Local
Address

This field displays the current link-local address of the VMG for the LAN interface.

MAC Address

This shows the LAN Ethernet adapter MAC (Media Access Control) address of your VMG.

System Status

System Up Time

This field displays how long the VMG has been running since it last started up. The VMG starts
up when you plug it in, when you restart it (Maintenance > Reboot), or when you resef it.

Current Date/
Time

This field displays the current date and time in the VMG.

System Resource

CPU Usage

This field displays what percentage of the VMG's processing ability is currently used. When
this percentage is close to 100%, the VMG is running at full load, and the throughput is not
going fo improve anymore. If you want some applications to have more throughput, you
should turn off other applications.

Memory Usage

This field displays what percentage of the VMG's memory is currently used. Usually, this
percentage should not increase much. If memory usage does get close to 100%, the VMG is
probably becoming unstable, and you should restart the device. See Section 12.2 on page
45, or turn off the device (unplug the power) for a few seconds.

Interface Status

Interface This column displays each interface the VMG has.

Status This field indicates the inferface’s use status.
For the LAN interface, this field displays Up when using the interface and NoLink when not
using the interface.
For the DSL interface, this field displays Down (line down), Up (line up or connected), Drop
(dropping a call) if you're using PPPoE encapsulation, and NoLink when not using the
interface.

Rate For the LAN interface, this displays the port speed and duplex setting.

For the DSL interface, it displays the downstream and upsfream fransmission rate.

VMGA4005-B50B User's Guide
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CHAPTER 4
Home Networking

4.1 Overview

A Local Area Network (LAN) is a shared communication system to which many networking devices are
connected. It is usually located in one immediate area such as a building or floor of a building.

DSL ’
e 4",9
Gigabit LAN f

4.1.1 What You Can Do in this Chapter

¢ Use the LAN Setup screen to sef the LAN IP address and subnet mask of your VMG (Section 4.2 on
page 22).
¢ Use the UPnP screen to enable UPnP on the VMG (Section 4.3 on page 23).

4.1.2 What You Need To Know
4.1.2.1 About LAN

IP Address

IP addresses identify individual devices on a network. Every networking device (including computers,
servers, routers, printers, and so forth) needs an IP address fo communicate across the network. These

networking devices are also known as hosts.

Subnet Mask

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet
masks to divide one network info multiple sub-networks.

4.1.2.2 About UPnP

Identify UPnP Devices

UPnP hardware is identified as an icon in the Network Connections folder (Windows 10). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

VMGA4005-B50B User's Guide
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Chapter 4 Home Networking

Cautions with UPnP
The automated nature of NAT fraversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be

obtained and modified by users in some network environments.

When a UPnP device joins a network, it announces its presence with a mulficast message. For security
reasons, the VMG allows multicast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnP if this is not your intention.

UPNP and Zyxel

Zyxel has achieved UPnP certification from the Universal Plug and Play Forum UPNnP™ Implementers
Corp. (UIC). Zyxel's UPnP implementation supports Internet Gateway Device (IGD) 1.0.

See Section 4.3.1 on page 24 for examples of installing and using UPnP.

Find Out More

See Section on page 28 for technical background information on LANS.

4.2 LAN Setup

Use this screen to set the IP address and subnet mask of your VMG that you use to log into the web
configurator.Click Network Setting > Home Networking fo open the LAN Setup screen.

Follow these steps to configure your LAN settings.

1 Enter an IP address into the IP Address field. The IP address must be in dotted decimal notation. This will
become the IP address of your VMG.

2 Enfer the IP subnet mask into the Subnet Mask field. Unless instructed, otherwise it is best to leave this
alone. The configurator will automatically compute a subnet mask based upon the IP address you
enfered.
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3 Click Apply to save your setfings.

Figure 11 Network Setting > Home Networking > LAN Setup

Interface Group
Group Name
LAN IP Setup

IF Agdress

Subnet Masi

The LAN IP address is the IP address you use to log into the web configurator.

192188, 1 .1
255.255.255. 0

Apply Cancel

The following table describes the fields in this screen.

Table 7 Network Setting > Home Networking > LAN Setup

LABEL

DESCRIPTION

Interface Group

Group Name

Select the interface group name for which you want to configure LAN settings. See Chapter 15
on page 178 for how to create a new interface group.

LAN IP Setup

IP Address

Enter the LAN IPv4 address you want to assign to your VMG in dotted decimal notation, for
example, 192.168.1.1 (factory default).

Subnet Mask

Type the subnet mask of your network in dotted decimal notation, for example 255.255.255.0
(factory default). Your VMG automatically computes the subnet mask based on the IP address
you enter, so do not change this field unless you are instructed to do so.

Apply

Click Apply to save your changes.

Cancel

Click Cancel to restore your previously saved settings.

4.3 UPnP

Universal Plug and Play (UPnP) is a networking standard for easy network connectivity among UPnP-
enabled networking devices and software.

See page 21 for more information on UPnP.
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Use the following screen to configure the UPnP settings on your VMG. Click Network Setting > Home
Networking > UPnP to display the screen shown next.

Figure 12 Network Setting > Home Networking > UPnP

Universal Plug and Play (UPnP) is a networking standard for easy network connectivity among networking devices and
software that also have UPnP enabled.

UPnP State
UPNP ® Enable Disable
UPnP NAT-T State
UPNP NAT-T : ® Enable Disable
a Note :

UPRP NAT-T only works when NAT is enable

Apply Cancel
The following table describes the labels in this screen.
Table 8 Network Setting > Home Networking > UPnP

LABEL DESCRIPTION

UPnP Select Enable to activate UPnP. Be aware that anyone could use a UPnP application to open
the Web Configurator's login screen without entering the VMG's IP address (although you must
still enter the password to access the Web Configurator).

UPNP NAT-T Select Enable to allow UPnP-enabled applications to automatically configure the VMG so that
they can communicate through the VMG by using NAT traversal. UPnP applications
automatically reserve a NAT forwarding port in order o communicate with another UPnP
enabled device; this eliminates the need to manually configure port forwarding for the UPnP
enabled application.

The table below displays the NAT port forwarding rules added automatically by UPnP NAT-T.

# This is the index number of the UPnP NAT-T connection.

Description This is the description of the UPnP NAT-T connection.

Destination IP This is the IP address of the other connected UPnP-enabled device.

Address

External Port

This is the external port number that identifies the service.

Internal Port

This is the internal port number that identifies the service.

Protocol This is the transport layer protocol used for the service.
Apply Click Apply to save your changes.
Cancel Click Cancel to exit this screen without saving.

4.3.1 Turn on UPNnP in Windows 7 Example

This section shows you how to use the UPnP feature in Windows 7. UPnP server is installed in Windows 7.
Activate UPnP on the VMG.
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Make sure the computer is connected to a LAN port of the VMG. Turn on your computer and the VMG.

1 Click the start icon, Control Panel and then the Network and Sharing Center.

() T8+ Comnol Panel » &l Connot Panel b » <o Pt B

| e B View Tooh Help

Adjust your computer’s settings Veew by:  Smallicons =
Picthsies
s =
W acton Center 3 Admenntratre Tocks ng auniley W Backup amd Hestare
Camputen B Bitlccker Diive Encryption L Management B Credential Manager <3 Date and Time
D Oefaut Programs B Deskiop Gadgets o Device Manage: 3 Drvices and
Canbral Pane x
B Csplay © Emse of Azcens Center p I #etder Optiony
and 1 Ja Foens | Getting Stated & Indes
IntellF) B A i Len
b " B BYRER [
& Keyboard BB Location snd Other Sen F Meuse

B Pesscanaation
& Recovery

§ Speech Recognition

¢ and Start Menu W Troubleshooting

Winduwn Defender WP Vi Fereall

¥ Anfragrams

2 Click Change Advanced Sharing Settings.

=8

oo A —— Bt

mv L% » Control Panel » All Control Panel iems » Network and Sharing Center - | "| ‘ Search Control Panel R |
e - R s &) Nt — |

- File Edit View Tools Help

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings &‘l l* 9% ' b See full map

Ch dv: d shari
I ange advanced sharing | TWPCZTO1650-01 ZyXEL.com Internet

ett
Skl 2 {This computer)
View your active networks Connect or disconnect
B ZyXEL.com Access type: Mo Internet access
Domain network Connections: [ Local Area Connection

Change your networking settings

{t. Set up a new connection or network
= - 2 i
Set up a wireless, broadband, dial-up, ad hoc, or VPM connection; or set up a router or access point.

ls, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

'% Choose homegroup and sharing optiens

Access files and printers located on other network computers, or change sharing settings.

@ Troubleshoot problems
See also Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options

Windows Firewall

3 Select Turn on network discovery and click Save Changes. Network discovery allows your computer to
find other computers and devices on the network and other computers on the network to find your
computer. This makes it easier to share files and printers.
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Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for

each profile.

Home or Work v
Public v
Domain (current profile) A

MNetwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

‘ @ Turn on network discovery ’

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
(71 Turn off file and printer sharing

‘ %) Save changes h Cancel

4.3.2 Turn on UPnP in Windows 10 Example

This section shows you how to use the UPnP feature in Windows 10. UPnP server is installed in Windows 10.
Activate UPnP on the VMG by clicking Network Setting > Home Networking > UPnP.

Make sure the computer is connected o the LAN port of the VMG. Turn on your computer and the
VMG.

1 Click the start icon, Settings and then Network & Internet.

Settings - O x

Windows Settings

o6

contrast

/O Search

Language, permissions, history

g System Devices D Phone @ Network & Internet
Display, sound, notifications, Bluetooth, printers, mause Link your Android, iPhane Wi-Fi, zirplane mode, VPN
@ Personalization E_: Apps R Accounts (D$ Time & Language
Background, lock screen, colors B Uninstall, defaults, optianai Your acco A Speech, region, date
features work, ather people
@ Gaming {’17. Ease of Access EI Privacy e Update & Security
. VR, broadcasting =" Narrator, magnifier, high Location, camera ~

Windows Update, recavery
backup

2 Click Network and Sharing Center.
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< Settings - O X

fy Home Status

Have a question?

| | | Network status
Get help

Network & Internet

& Status @ @ Make Windows better

Ethemet 2

Private network Give us feedback
7%= Ethernet i
You're connected to the Internet
© Dial If you have a limited data plan, you can make this network a
B LTy metered connection or change other properties.
o0 VPN Change connection properties
5 Data usage Show available networks
Provy Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network problems.

View your network properties

Windows Firewall

| Network and Sharing Center |

Network reset

3 Click Change advanced sharing settings.

%+ Metwork and Sharing Center - O
4 :‘: » Control Panel » All Control Panel tems » MNetwork and Sharing Center v B Search Control Panel yel
View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced shari Network 2 Access type: Internet
settings Private network Connections: ) Ethemnet 2
Change your networking settings
elha Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Infrared

Internet Options
Windows Defender Firewall

4 Under Domain, select Turn on network discovery and click Save Changes. Network discovery allows your
computer to find other computers and devices on the network and other computers on the network to
find your computer. This makes it easier to share files and printers.
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*& Advanced sharing settings

« v s& 5 Control Panel > All Control Panel tems > Network and Sharing Center » Advanced sharing settings v @

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)
Guest or Public

Domain

Metwork discovery

‘When network discovery is on, this computer can see other network computers and devices and is
wvisible to other network computers,

(O Turn off network discovery

File and printer sharing

‘When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(® Turn on file and printer sharing
(O Turn off file and printer sharing

All Networks

Cancel

Search Control Panel
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CHAPTER 5
LOg

5.1 Overview

The Web Configurator allows you to choose which categories of events to have the VMG log and then
display the logs or have the VMG send them to an administrator (as email) or to a syslog server.

5.1.1 What You Can Do in this Chapter

Use the System Log screen to see the system logs (Section 5.2 on page 30).

5.1.2 What You Need To Know

The following terms and concepts may help as you read this chapter.

Alerts and Logs

An alert is a type of log that warrants more serious attention. They include system errors, attacks (access
control) and attempted access to blocked web sites. Some categories such as System Errors consist of
both logs and alerts. You may differentiate them by their color in the View Log screen. Alerts display in
red and logs display in black.

Syslog Overview

The syslog protocol allows devices to send event notification messages across an IP network to syslog
servers that collect the event messages. A syslog-enabled device can generate a syslog message and
send it fo a syslog server.

Syslog is defined in RFC 3164. The RFC defines the packet format, content and system log related
information of syslog messages. Each syslog message has a facility and severity level. The syslog facility
identifies a file in the syslog server. Refer to the documentation of your syslog program for details. The
following table describes the syslog severity levels.

Table 9 Syslog Severity Levels

CODE SEVERITY

0 Emergency: The system is unusable.

1 Alert: Action must be taken immediately.

Critical: The system condition is critical.

Warning: There is a warning condition on the system.

2
3 Error: There is an error condition on the system.
4
5

Notice: There is a normal but significant condition on the system.
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Table 9 Syslog Severity Levels

CODE SEVERITY
6 Informational: The syslog contains an informational message.
7 Debug: The message is intended for debug-level purposes.

5.2 System Log

All system events are logged and displayed in the following table. Select a level from the pull-down
menu fo show filtered result. Click System Monitor > Log to open the System Log screen.

Figure 13 System Monitor > Log > System Log

All system events will be logged and displayed in the following fable. Sslect a level from the pulkdown menu to show
filtered resulis.

tevet[a ] Categor:[a ]

Clear Log |  Refresh | | Export log

1 Jan 100:00:37 user nofice system asmd: System: System init finished

The following table describes the fields in this screen.

Table 10 System Monitor > Log > System Log

LABEL DESCRIPTION

Level Select a severity level from the drop-down list box. This filters search results according to the
severity level you have selected. When you select a severity, the VMG searches through all logs
of that severity or higher.

Category Select the type of logs to display.

Clear Log Click this to delete all the logs.

Refresh Click this to renew the log screen.

Export Log Click this to export the selected log(s).

# This field is a sequential value and is not associated with a specific entry.

Time This field displays the time the log was recorded.

Facility The log facility allows you to send logs to different files in the syslog server. Refer to the
documentation of your syslog program for more details.

Level This field displays the severity level of the log that the device is to send to this syslog server.

Category This field displays the type of the log.

Messages This field states the reason for the log.
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CHAPTER 6
Traffic Status

6.1 Overview

Use the Traffic Status screens to look at network traffic status and statistics of the DSL and LAN interfaces.

6.1.1 What You Can Do in this Chapter

* Use the WAN screen to view the DSL traffic stafistics (Section 6.2 on page 31).

* Use the LAN screen to view the LAN fraffic statistics (Section 6.3 on page 32).

6.2 WAN Status

Click System Monitor > Traffic Status fo open the WAN screen. Use this screen to look at network traffic
status and statistics of the DSL interfaces.

Figures about data that have been sent cut to and received from the Infemet are displayed in the following table.

status

Sent: (1] Bytes

Refrash Interval:

C ted Fackets Sent Packets Received

 reskessew [ Fockebeceved
interface ’T’T’T’T’T’T

Packets Received

ADSL Q o o a 0 o
WDEL Q o o a 0 o
ADSL_MGMT Q o o a 0 o
VDSL_MGMT Q o o a 0 o

The following table describes the fields in this screen.

Table 11 System Monitor > Traffic Status > WAN

LABEL DESCRIPTION

Refresh Interval | Select how often you want the VMG to update this screen.

Connected This shows the name of the WAN interface that is currently connected.
Interface
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Table 11 System Monitor > Traffic Status > WAN (continued)

LABEL DESCRIPTION

Packets Sent

Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.

Packets Received

Data This indicates the number of received packets on this interface.

Error This indicates the number of frames with errors received on this interface.

Drop This indicates the number of received packets dropped on this interface.
Disabled This shows the name of the WAN interface that is currently disconnected.
Interface

Packefts Sent

Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.

Packets Received

Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Drop This indicates the number of received packets dropped on this interface.

6.3 LAN Status

Click System Monitor > Traffic Status > LAN to open the following screen. Use this screen to look at
network fraffic status and statistics of the LAN interface

Figure 14 System Monitor > Traffic Status > LAN

Figures about data that have been sent to and received from LAN port are displayed in the following table.

Refresh Interval:| None w
terface LA
Bytes Sent 8353897
Bytes Received 1323744
T n
Data 79
Sent (Packet) Eror 0
Drop 0
Data 5431
(Egg:;fd Error 0
Drop 0
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The following table describes the fields in this screen.

Table 12 System Monitor > Traffic Status > LAN

LABEL

DESCRIPTION

Refresh Interval

Select how often you want the VMG to update this screen.

Interface

This shows the LAN interface.

Bytes Sent

This indicates the number of bytes fransmitted on this interface.

Bytes Received

This indicates the number of bytes received on this interface.

Interface

This shows the LAN or WLAN interfaces.

Sent (Packet)

Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.

Received (Packet)

Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Drop This indicates the number of received packets dropped on this interface.
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ARP Table

7.1 Overview

Address Resolution Protocol (ARP) is a protocol for mapping an Internet Protocol address (IP address) to
a physical machine address, also known as a Media Access Control or MAC address, on the local area
network.

An IP (version 4) address is 32 bits long. In an Ethernet LAN, MAC addresses are 48 bits long. The ARP
Table maintains an association between each MAC address and its corresponding IP address.

7.1.1 How ARP Works

When an incoming packet destined for a host device on a local area network arrives at the device, the
device's ARP program looks in the ARP Table and, if it finds the address, sends it fo the device.

If no entry is found for the IP address, ARP broadcasts the request to all the devices on the LAN. The
device fills in its own MAC and IP address in the sender address fields, and puts the known IP address of
the target in the target IP address field. In addition, the device puts all ones in the target MAC field
(FF.FF.FF.FF.FF.FF is the Ethernet broadcast address). The replying device (which is either the IP address of
the device being sought or the router that knows the way) replaces the broadcast address with the
target's MAC address, swaps the sender and target pairs, and unicasts the answer directly back to the
requesting machine. ARP updates the ARP Table for future reference and then sends the packet to the
MAC address that replied.

7.2 ARP Table

The ARP Table displays the IPv4 address and MAC address of each DHCP connection. The Neighbour
Table displays the IPvé address and MAC address of a device in the same IP domain. To open this
screen, click System Monitor > ARP Table.

Figure 15 System Monitor > ARP Table

ARP Table displays the IPvé address and MAC address of each DHCP connection
Meighbour Table displays the IPvé address and MAC oddress of each Neighbour.

IPv4 ARP Table

192.168.1.2 dedardedlec:é? brd ‘

IPvé Neighbour Table
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The following table describes the labels in this screen.

Table 13 System Monitor > ARP Table

LABEL DESCRIPTION
# This is the ARP table entry number.
IPv4 Address This is the learned IPv4 address of a device connected to a port.

MAC Address

This is the MAC address of the device with the listed IP address.

Device

This is the type of interface used by the device.

IPvé6 Neighbour
Table

This is the IPvé address and MAC address of a device in the same IP domain.
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CHAPTER 8
XDSL Statistics

XDSL Statistics

Use this screen to view detailed DSL statistics. Click System Monitor > xDSL Statistics to open the following
screen.

Figure 16 System Monitor > xDSL Statistics

*D3SL Statistics displays the DSL information.
Monitor
Refresh Interval : No Refresh ¥
Line : Line0 ¥
Status :
xDSL Training Status: Idle
Mode: G.DMT
Traffic Type: Inactive
Link Uptime: N/R
xDSL Port Details Up=stream Downstream
Line Rate: 0.000 Mbps 0.000 Mbps
Lctual Net Data Rate: 0.000 Mbps 0.000 Mbps
Trellis Coding: N/R N/R
SNR Margin: 0.0 dB 0.0 dB
Zctual Delay: 0 ms 0 ms
Transmit Powsr: 0.0 dBm 0.0 dBm
Recesive Powsr: 0.0 dBm 0.0 dBm
Rctual INP: 0.0 symbols 0.0 symbols
Lttainakble N=t Data Rate: 0.000 Mbps 0.000 Mbps
xDSL Counters
Downstream Up=stream
Since Link times = 0 ==c
FEC: o] o]
CRC: o] o]
ES: o] o]
SES: o] o]
Uzs: 184357 0
‘E3ii\V///"/A\\E/”\\\\\N//////‘\\/\\\\\\///A\v/////\\\\///N\\\\//A\\»////

The following table describes the labels in this screen.

Table 14 Status > xDSL Statistics

LABEL DESCRIPTION
Refresh Interval Select the time interval for refreshing statistics.
Line Select which DSL line's statistics you want to display.
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Table 14 Status > xDSL Statistics (continued)

LABEL

DESCRIPTION

xDSL Training
Status

This displays the current state of setting up the DSL connection.

Mode This displays the ITU standard used for this connection.

Traffic Type This displays the type of traffic the DSL port is sending and receiving. Inactive displays if the DSL
port is not currently sending or receiving fraffic.

Link Uptime This displays how long the port has been running (or connected) since the last time it was

started.

xDSL Port Details

Upstream These are the statistics for the fraffic direction going out from the port to the service provider.
Downstream These are the statistics for the traffic direction coming into the port from the service provider.
Line Rate These are the data fransfer rates at which the port is sending and receiving data.

Actual Net Data
Rate

These are the rates at which the port is sending and receiving the payload data without
fransport layer protocol headers and traffic.

Trellis Coding

This displays whether or not the port is using Trellis coding for traffic it is sending and receiving.
Trellis coding helps to reduce the noise in ADSL transmissions. Trellis may reduce throughput but
it makes the connection more stable.

SNR Margin

This is the upstream and downstream Signal-to-Noise Ratio margin (in dB). A DMT sub-carrier’s
SNR is the ratio between the received signal power and the received noise power. The signal-
fo-noise ratio margin is the maximum that the received noise power could increase with the
system sfill being able to meet its transmission targets.

Actual Delay

This is the upstream and downstream interleave delay. It is the wait (in milliseconds) that
determines the size of a single block of data to be interleaved (assembled) and then
transmitted. Interleave delay is used when transmission error correction (Reed- Solomon) is
necessary due to a less than ideal telephone line. The bigger the delay, the bigger the data
block size, allowing better error correction to be performed.

Transmit Power

This is the upstream and downstream far end actual aggregate transmit power (in dBm).

Upstream is how much power the port is using to fransmit to the service provider. Downstream is
how much port the service provider is using to fransmit to the port.

Receive Power

Upstream is how much power the service provider is receiving from the port. Downstream is
how much power the port is receiving from the service provider.

Actual INP

Sudden spikes in the line's level of external noise (impulse noise) can cause errors and result in
lost packets. This could especially impact the quality of multimedia traffic such as voice or
video. Impulse noise protection (INP) provides a buffer to allow for correction of errors caused
by error correction to deal with this. The number of DMT (Discrete Multi-Tone) symbols shows the
level of impulse noise protection for the upstream and downstream traffic. A higher symbol
value provides higher error correction capability, but it causes overhead and higher delay
which may increase error rates in received multimedia data.

Attainable Net

These are the highest theoretically possible transfer rates at which the port could send and

Data Rate receive payload data without transport layer protocol headers and traffic.

xDSL Counters

Downstream These are the statistics for the traffic direction coming into the port from the service provider.

Upstream These are the statistics for the traffic direction going out from the port to the service provider.

FEC This is the number of Far End Corrected blocks.

CRC This is the number of Cyclic Redundancy Checks.

ES This is the number of Errored Seconds meaning the number of seconds containing at least one
errored block or at least one defect.

SES This is the number of Severely Errored Seconds meaning the number of seconds containing 30%
or more errored blocks or af least one defect. This is a subset of ES.

UAS This is the number of UnAvailable Seconds.
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Table 14 Status > xDSL Statistics (continued)

LABEL DESCRIPTION

LOS This is the number of Loss Of Signal seconds.

LOF This is the number of Loss Of Frame seconds.

LOM This is the number of Loss of Margin seconds.

Refr This is the number of DSL refraining count in BRCM DSL driver.
HostlnitRetr This is the number of the retraining counts the host initiated.
FailedRetr This is the number of failed retraining counts.
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System

9.1 Overview

Use this screen to name your VMG (Host) and give it an associated domain name. Domain is the name
given to the ‘Network’. It will be required to reach the network from an external point (like the Internet).
The domain part would reach you to the network, and the hostname would let you reach the exact
machine. For this reason, while accessing the machine from another machine within the network may
work with just the hostname (without the use of domain name).

9.2 System

Click Maintenance > System to open the following screen.
Figure 17 Maintenance > System

You can assign a unigue name to this device so it can be recognized easily on your network.

Host Nome - [VMG4005-2508 |
Domain Nome : |home |
Apply Cancel
The following table describes the labels in this screen.
Table 15 Maintenance > System
LABEL DESCRIPTION
Host Name Type a host name for your VMG. Enter a descriptive name of up to 16 alphanumeric characters,

not including spaces, underscores, and dashes.

Domain Name Type a Domain name for your host VMG.

Apply Click Apply to save your changes.

Cancel Click Cancel to abandon this screen without saving.
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User Account

10.1 Overview

Use this screen to view, edit and manage the settings of the admin and other user accounts that you
used to log into the VMG.

10.2 User Account

Click Maintenance > User Account to open the following screen.

Figure 18 Maintenance > User Account

User Account lets you create or manage the user accounts on the device.

Add New Account

] v admin 5 10 15 Administrator &

Apply Cancel

The following table describes the labels in this screen.

Table 16 Maintenance > User Account

LABEL DESCRIPTION

Add New Click this button to add a new user account. You can have up to four accounts in a device.
Account

# This is the index number

Active This field indicates whether the user account is active or not.

Clear the check box to disable the user account. Select the check box to enable it.

User Name This field displays the name of the account used to log into the VMG Web Configurator.

Retry Times This field displays the number of fimes consecutive wrong passwords can be entered for this
account. 0 means there is no limit.

Idle Timeout This field displays the length of inactive time before the VMG will automatically log the user out
of the Web Configurator.

Lock Period This field displays the length of time a user must wait before attempting to log in again after a
number of consecutive wrong passwords have been entered as defined in Retry Times.

Group This field displays whether this user has Administrator or User privileges.

Modify Click the Edit icon to configure the entry.

Click the Delete icon to remove the entry.
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Table 16 Maintenance > User Account (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the VMG.
Cancel Click Cancel to restore your previously saved seftings.

10.2.1 User Account Add/Edit

Click Add New Account or the Edit icon of an existing account in the Maintenance > User Account to
open the following screen.

User Account Add

Active :

Password :

Group :

User Name :

Verify Password :
Retry Times :
Idle Timeout :

Lock Period :

Figure 19 Maintenance > User Account > Add/Edit

X

& Enable Disable

5
10

(0~5), 0 : Not fimit
Minute s)(1~60)
[15 |Minute(s) (5~90)

Adminisirator ¥

| OK || Cancel |

The following table describes the labels in this screen.

Table 17 Maintenance > User Account > Add/Edit

LABEL DESCRIPTION

Acftive Select Enable or Disable to activate or deactivate the user account.

User Name Enter a new name for the account. (The User Name must contain 1 fo 15 characters, including O
to 9, ato z, and |@#%*()-_+=~..{}[]\. Space are not allowed.

Password/New | Type your new system password. The Password must contain é to 64 characters, including 0 fo 9

Password and a to z. Note that as you type a password, the screen displays a (*) for each character you

type. After you change the password, use the new password fo access the VMG.

Verify Password/

Type the new password again for confirmation.

Verify New

Password

Retry Times Enter the number of times consecutive wrong passwords can be entered for this account. 0
means there is no limit.

Idle Timeout Enter the length of inactive time before the VMG will automatically log the user out of the Web
Configurator.

Lock Period Enter the length of time a user must wait before attempting to log in again after a number if

consecutive wrong passwords have been entered as defined in Retry Times.
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Table 17 Maintenance > User Account > Add/Edit (continued)

LABEL DESCRIPTION
Group Specify whether this user will have Administrator or User privileges.

Administrator and User privileges are mostly the same, but System will only display when you log

in as an Administrator.

When adding accounts, an Administrator can create either User or Administrator accounts,

while an User can only create User accounts

The privileges an Administrator account has are:

* Connection Status, where it shows the current status of the VMG, system resources, and
interfaces (LAN and DSL).

¢ Home Networking, where you can set the IP address and subnet mask of your VMG.

* Log. where you can choose which categories of events to have the VMG log and then
display the logs or have the VMG send them to an administrator (as email) or to a syslog
server.

e Traffic Status, where you can look at network traffic status and statistics of the DSL and LAN
interfaces.

* ARP Table, where it can maintains an association between each MAC address and ifs
corresponding IP address.

e XxDSL Statistics, where you can view detailed DSL statistics.

* System, where you can name your VMG (Host) and give it an associated domain name for
identification purposes.

* User Account, where you can view the settings of the admin and other user accounts that
you used to log into the VMG to manage it.

* Firmware Upgrade, where you can upload new firmware to your VMG.

* Backup/Restore, where you can backup and restore device configurations. You can also
reset your device settings back to the factory default.

* Diagnostic, where it displays information to help you identify problems with the VMG

oK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving.
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11.1 Overview

CHAPTER 11
Firmware Upgrade

This chapter explains how to upload new firmware to your VMG. Download new firmware from
www.zyxel.com to get the latest features.

Only use firmware for your device’s specific model. Refer to the label on
the bottom of your VMG.

11.2 Firmware Upgrade

Click Maintenance > Firmware Upgrade to open the following screen. The upload process uses HTTP
(Hypertext Transfer Protocol) and may take up to two minutes. After a successful upload, the system will

reboot.

Do NOT turn off the VMG while firmware upload is in progress!

Figure 20 Maintenance > Firmware Upgrade

File Path:

Firmwaore Upgrade is whers you con update the device with newly released fectures by upgrading the latest firmware. You can download the
latest firmware file from the manufocturer website of this device.

Upgrade Firmware
Restors Defoult Settings After Frmware Upgrads:

Current Firmware Version:V5.13|ABRL.0| b2

Choose File | No file chosen

Upload

The following table describes the labels in this screen. After you see the firmware updating screen, wait
two minutes before logging info the VMG again.

Table 18 Maintenance > Firmware Upgrade

LABEL

DESCRIPTION

Upgrade Firmware

Restore Default
Settings After
Firmware Upgrade

Click the check box to have the VMG automatically reset itself after the new firmware is
uploaded.
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Table 18 Maintenance > Firmware Upgrade

LABEL DESCRIPTION
Current Firmware This is the present Firmware version and the date created.
Version
File Path Type in the location of the file you wasn't to upload in this field or click Browse to find it.
Browse Click this to find the .bin file you want to upload. Remember that you must decompress
compressed (.zip) files before you can upload them.
Upload Click this to begin the upload process. This process may take up to two minutes.

Figure 21 Firmware Uploading

Restarting...

The VMG automatically restarts in this fime causing a temporary network disconnect. In some operating
systems, you may see the following icon on your desktop.

Figure 22 Network Temporarily Disconnected

After two minutes, log in again and check your new firmware version in the Status screen.
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CHAPTER 12
Backup/Restore

12.1 Overview

Use this screen to backup and restore VMG configurations. You can also reset your VMG settings back
to the factory defaults

12.2 Backup/Restore

Click Maintenance > Backup/Restore. Information related to factory defaults, backup configuration,
and restoring configuration appears in this screen, as shown next.

Figure 23 Maintenance > Backup/Restore
Backup/Restore

Backup/Restore

You can save the cumrent seffings in a backup file on your computer, or restore previous setfings from a backup file. You can also reset the device
back fo its factory default state.

Backup Configuration
Click Backup fo save the cument configuration of your system to your computer.
Backup

Restore Configuration
To restore a previously saved configuration file to your system. browse to the location of the configuration file and click Upload.
File Path : Browse... | Mo file selected. Upload

Back to Factory Default Settings

Click Reset to clear all user-entered configuration information and retum fo factory default setfings. After resetting, the
- Password is printed on a label on the bottom of the device, written after the text "Password”.
- LAN IP address will be 192.148.1.1

Reset

Backup Configuration

Backup Configuration allows you to back up (save) the VMG's current configuration to a file on your
computer. Once your VMG is configured and functioning properly, it is highly recommended that you
back up your configuration file before making configuration changes. The backup configuration file will
be useful in case you need to return to your previous settings.

Click Backup to save the VMG's current configuration fo your computer.
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Restore Configuration

Restore Configuration allows you to upload a new or previously saved configuration file from your
computer to your VMG.

Table 19 Restore Configuration

LABEL DESCRIPTION
File Path Type in the location of the file you want to upload in this field or click Browse to find it.
Browse Click this to find the file you want to upload. Remember that you must decompress compressed

(.ZIP) files before you can upload them.

Upload Click this to begin the upload process.

Do NOT turn off the VMG while configuration file upload is in progress.

After the VMG configuration has been restored successfully, the login screen appears. Login again to
restart the VMG.

The VMG automatically restarts in this time causing a temporary network disconnect. In some operating
systems, you may see the following icon on your desktop.

Figure 24 Network Temporarily Disconnected

Mot connected - Mo connections are available

~ @ T ) ENG

If you uploaded the default configuration file you may need to change the IP address of your computer
to be in the same subnet as that of the default device IP address (192.168.1.1).

If the upload was not successful, the following screen will appear. Click OK to go back to the
Configuration screen.

Figure 25 Configuration Upload Error

Configuration uploading failed. The selected file contains an
illegal Configuration file.

Reset to Factory Defaults

Click the Reset button to clear all user-entered configuration information and return the VMG to its
factory defaults. The following warning screen appears.

VMGA4005-B50B User's Guide

46



Chapter 12 Backup/Restore

Figure 26 Resef Warning Message

@ Are you sure you want to restore factory default setting?

|ﬁ| i-tan cel.|

Figure 27 Reset In Process Message

E

Resetting._

You can also press the RESET button on the rear panel to reset the factory defaults of your VMG. Refer to
Section 1.4.4 on page 10 for more information on the RESET button.

12.3 Reboot

Use this screen to reboot the VMG remotely without turning the power off. You may need to do this if the
VMG has performance issues, for example.

Click Maintenance > Reboot. Click Reboot to have the VMG reboot. This does not affect the VMG's
configuration.

Figure 28 Maintenance > Reboot

Reboot performs a software restart of the device. It takes a few minutes before you can log into the device again after
reboot.

System Reboot:
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CHAPTER 13
Diagnostic

13.1 Overview

The Diagnostic screen display information to help you identify problems with the VMG.

The route between a Central Office Very-high-bit-rate Digital Subscriber Line (CO VDSL) switch and one
of its Customer Premises Equipment (CPE) may go through switches owned by independent
organizations. A connectivity fault point generally takes time to discover and impacts subscriber’s
network access. In order to eliminate the management and maintenance efforts, IEEE 802.1ag is a
Connectivity Fault Management (CFM) specification which allows network administrators to identify
and manage connection faults. Through discovery and verification of the path, CFM can detect,
analyze and isolate connectivity faults in bridged LANSs.

13.1.1 What You Can Do in this Chapter

The Ping & TraceRoute & NsLookup screen lets you ping an IP address or frace the route packets take to
a host (Section 13.3 on page 49).

13.2 What You Need to Know

The following tferms and concepts may help as you read through this chapter.

How CFM Works

A Maintenance Association (MA) defines a VLAN and associated Maintenance End Point (MEP) ports
on the device under a Maintenance Domain (MD) level. An MEP port has the ability to send
Connectivity Check Messages (CCMs) and get other MEP ports information from neighbor devices’
CCMs within an MA.

CFM provides two tests to discover connectivity faults.

* Loopback test - checks if the MEP port receives its Loop Back Response (LBR) from ifs target after it
sends the Loop Back Message (LBM). If no response is received, there might be a connectivity fault
between them.

* Link frace test - provides additional connectivity fault analysis to get more information on where the
fault is. If an MEP port does not respond to the source MEP, this may indicate a fault. Administrators
can take further action to check and resume services from the fault according to the line
connectivity status report.
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13.3 Ping & TraceRoute & NsLookup

Use this screen to ping, tfraceroute, or nslookup an IP address. Click Maintenance > Diagnostic >
Ping&TraceRoute&NsLookup to open the screen shown next.

Figure 29 Maintenance > Diagnostic > Ping &TraceRoute&NsLookup

Finfo-

Address

Ping and TraceRoute are network utilities used to test whether a particular host is reachable. Enter either an IP address or
a host name and click one of the buttons to start a Ping or TraceRoute test. The test result will be shown in the Info area.

Ping | Ping 4 | Trace Route | Trace Route é | Nslookup

The following table describes the fields in this screen.

Table 20 Maintenance > Diagnostic > Ping & TraceRoute & NsLookup

LABEL DESCRIPTION

URL or IP Type the IP address of a computer that you want to perform ping, fraceroute, or nslookup in
Address order to test a connection.

Ping Click this to ping the IPv4 address that you entered.

Ping 6 Click this to ping the IPvé address that you entered.

Trace Route

Click this to display the route path and transmission delays between the VMG fo the IPv4
address that you entered.

Trace Route 6

Click this to display the route path and transmission delays between the VMG to the IPvé
address that you entered.

Nslookup

Click this button to perform a DNS lookup on the IP address of a computer you enter.
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CHAPTER 14
Troubleshooting

This chapter offers some suggestions fo solve problems you might encounter. The potential problems are
divided into the following categories.

* Power, Hardware Connections, and LEDs

¢ VMG Access and Login

* Internet Access

e UPnP

¢ |P Address Setting

14.1 Power, Hardware Connections, and LEDs

The VMG does not turn on. None of the LEDs turn on.

1  Make sure the VMG is turned on.
2 Make sure you are using the power adapter or cord included with the VMG.

3  Make sure the power adapter or cord is connected to the VMG and plugged in to an appropriate
power source. Make sure the power source is turned on.

4 Turn the VMG off and on.

5 |If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 1.4.2 on page 9.
2 Check the hardware connections.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
4 Turn the VMG off and on.

5 |If the problem continues, contact the vendor.
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14.2 VMG Access and Login

| forgot the IP address for the VMG.

1 The default LAN IP address is 192.168.1.1.

2 If you changed the IP address and have forgoften it, you might get the IP address of the VMG by
looking up the IP address of the default gateway for your computer. To do this in most Windows
computers, click Start > Run, enter cmd, and then enter ipconfig. The IP address of the Default Gateway
might be the IP address of the VMG (it depends on the network), so enter this IP address in your Internet
browser.

3 If this does not work, you have to reset the device to its factory defaults. See Section 1.4.4 on page 10.

| forgot the password.

1 See the cover page for the default login names and associated passwords.

2 If those do not work, you have to reset the device to its factory defaults. See Section 1.4.4 on page 10.

| cannot see or access the Login screen in the Web Configurator.

1  Make sure you are using the correct IP address.
* The default IP address is 192.168.1.1.
* If you changed the IP address (Section 4.2 on page 22), use the new IP address.
¢ |f you changed the IP address and have forgotten it, see the troubleshooting suggestions for |
forgot the IP address for the VMG.

2 Checkthe hardware connections, and make sure the LEDs are behaving as expected. See Section 1.4.2
on page 9.

3 Make sure your Internet browser does not block pop-up windows and has JavaScripts and Java
enabled.

4 Resef the device to its factory defaults, and try to access the VMG with the default IP address. See
Section 1.4.4 on page 10.

5 If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestions

VMGA4005-B50B User's Guide

51



Chapter 14 Troubleshooting

* Make sure you have logged out of any earlier management sessions using the same user account
even if they were through a different interface or using a different browser.

¢ Try to access the VMG using another service, such as Telnet. If you can access the VMG, check the
remote management settings to find out why the VMG does not respond to HTTP.

| can see the Login screen, but | cannot log in to the VMG.

1 Make sure you have entered the password correctly. See the cover page for the default login names
and associated passwords. The field is case-sensitive, so make sure [Caps Lock] is not on.

2 You cannotlogin to the Web Configurator while someone is using Telnet to access the VMG. Log out of
the VMG in the other session, or ask the person who is logged in to log out.

3  Turn the VMG off and on.

4 [f this does not work, you have to reset the device to its factory defaults. See Section 14.1 on page 50.

14.3 Internet Access

| cannot access the Internet.

1 Make sure to use the included power adapter to connect the VMG to an appropriate power source
and turn on the VMG. Then check if the power LED is behaving as expected, see Section 1.4.2 on page
9.

2 Make sure you have the DSL port connected to a telephone jack (or the DSL or modem jack on a splitter
if you have one). Then check if the DSLT and DSL2 LEDs are behaving as expected, see Section 1.4.2 on
page 9.

3 If the above steps don't work, turn the VMG off and wait for 1-2 minutes, then turn it on again.

4 If the problem confinues, contact your ISP.

| cannot access the VMG anymore. | had access to the VMG, but my connection is not available
anymore.

1 Your session with the VMG may have expired. Try logging into the VMG again.

2 Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide and Section 1.4.2 on page 9.

3 If the above steps don’t work, turn the VMG off and wait for 1-2 minutes, then turn it on again.
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4 If the problem confinues, contact your vendor.

14.4 UPnP

When using UPnP and the VMG reboots, my computer cannot detect UPnP.

1 Disconnect the Ethernet cable from the VMG's LAN port or from your computer.

2 Re-connect the Ethernet cable.

The Local Area Connection icon for UPnP disappears in the screen.

Restart your computer.

14.5 IP Address Setting

| don't know how to set my IP address (with Windows 10 as example).

1 Open the Control Panel Window.

2 Click on Network and Sharing Center.

VMGA4005-B50B User's Guide

53



Chapter 14 Troubleshooting

EE Al Control Panel ltems =

= v 4 » Control Panel » All Control Panel ltems v B Search Control Panel

Adjust your computer's settings View by: Large icons ¥

L . ¥ Backup and Restore & . . .

Administrative Tools @ AutoPlay (& (Windows 7) BitLocker Drive Encryption
E.' Color Management gﬂ Credential Manager Date and Time @ Default Programs
..J'_ Device Manager %r Devices and Printers & DTS Audio Control @ Ease of Access Center

File Explorer Options - File Histo P Flash Player (32-bit Fonts

P P £ y ' A
" HomeGroup w@l Indexing Options ﬁ Infrared Intel ® Graphics Settings
" Internet Options &, | Java (32-bit) Keyboard = Language
3 = . REY guag

@ Mail «» Mouse ( .l..: (’;l;r‘f]\;\:;rk and Sharing ) Q Phone and Modem
Power Options f'j" Programs and Features @ Recovery @ Region
Ez:ﬂi;’?gﬁ:nd Desktop r Security and Maintenance ? Sound 1{57 Speech Recognition
Storage Spaces @ Sync Center h, System Taskbar and Navigation

. . . an .

Troubleshooting % User Accounts ﬂ Windows Firewall "5~ Windows To Go

’ Work Folders

Click on the Change adapter settings on the left side of the window.

« v 4 % > Control Panel > All Control Panel ltems > Network and Sharing Center v B Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
(change adaptersetings )
Change advanced sharing Unidentified network Access type: No network access
seftings Public network Connections: [ Ethemet 2

Change your networking settings

‘{‘in Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Troubleshoot problems

Diagnese and repair network problems, or get troubleshooting information.

Right click on Ethernet, and then select Properties.
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Organize ~ Disable this network device Diagnose this connection Rename this connection #» B - O @
-'. Ethernet
3 AuthenticatigTTaleT -
W= 3"“’“'“””{ U Ethernet Propesties ) X

Networking | Authentication
Connect uging:
[ Broadcom Met¥treme Gigabit Ethemet

Thie connection uses the follewing tema:

v B Cient for Microsoft Netwarks -
—t r —— |

[ 5 Microsoft LLDP Protocol Diver

[l g Intemet Profocol Version 6 (TCF/IPvE) ©

< >

Inatall .. Uininatall Propeties
Deacription :

Trensmission Cortrol Protocol Antemet Protocol. The defait
wide area netwaork protocol that providee communication
acmas diverss interconnected networka.

L 0K Cancel

5 Click Internet Protocol Version 4 and click the Properties button.

6 Select Use the Following IP Address

7 Typein an IP address from 192.168.1.2 to 192.168.1.254 (the Subnet mask will fill in automatically)

Organize ~ Disable this network device Dizgnose this connection Fename this connection  *»

]
Ll
4

o @
Ethemnet

Auvthentication failed

Broadcom N{ [ Eshcrnct Coatise

Intemet Pratocel Version 4 (TCP/IPvA) Properties

Gereral

‘fou can o=t IP settings assaned automaticaly if vour network supports
this capability, Otherwise, vou reed to ask your netwark administrator
for the appropriate IP settings.

(C)obtain an IF address automancally

T T T e

1P address:

192 .168. 1 .1

255 .55 . 255 . 0

Subnet mask:

Obtain DNS server address automaticaly

(®)Uze the following DNS server addresses:

L] [ validate settings upon exit Advanced...

Titem 1 item selected

——— Conce

8 Click OK when you're done and close all windows.

VMGA4005-B50B User's Guide
55



PART |l
Appendices

Appendices contain general information. Some information may not apply fo your device.
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APPENDIX A
Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the
device.

See https://www.zyxel.com/homepage.shtml and also
https://www.zyxel.com/about_zyxel/zyxel_worldwide.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
* Product model and serial number.
e Warranty Information.
¢ Date that you received your device.

* Brief description of the problem and the steps you took fo solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

e Zyxel Communications Corporation

* http://www.zyxel.com

China

* Zyxel Communications (Shanghai) Corp.
Zyxel Communications (Beijing) Corp.
Zyxel Communications (Tianjin) Corp.

 https://www.zyxel.com/cn/zh/

India
¢ Zyxel Technology India Pvt Ltd

e https://www.zyxel.com/in/en/

Kazakhstan
* Zyxel Kazakhstan

e https://www.zyxel.kz
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Europe

Korea
e Zyxel Korea Corp.

o hitp://www.zyxel.kr

Malaysia
e Zyxel Malaysia Sdn Bhd.

e http://www.zyxel.com.my

Pakistan
* Zyxel Pakistan (Pvt.) Ltd.

e http://www.zyxel.com.pk

Philippines
* Zyxel Philippines

e http://www.zyxel.com.ph

Singapore
e Zyxel Singapore Pte Ltd.

* http://www.zyxel.com.sg

Taiwan
e Zyxel Communications Corporation

¢ https://www.zyxel.com/tw/zh/

Thailand
* Zyxel Thailand Co., Ltd
 https://www.zyxel.com/th/th/

Vietnham
e Zyxel Communications Corporation-Viethnam Office

o https://www.zyxel.com/vn/vi

Belarus
e Zyxel BY
e https://www.zyxel.by

Belgium
e Zyxel Communications B.V.

 https://www.zyxel.com/be/nl/
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e https://www.zyxel.com/be/fr/

Bulgaria
e Zyxel bbarapus

e https://www.zyxel.com/bg/bg/

Czech Republic
e Zyxel Communications Czech s.r.o

* https://www.zyxel.com/cz/cs/

Denmark
* Zyxel Communications A/S

e https://www.zyxel.com/dk/da/

Estonia

e Zyxel Estonia

e https://www.zyxel.com/ee/et/

Finland
e Zyxel Communications

 https://www.zyxel.com/fi/fi/

France
* Zyxel France

e https://www.zyxel.fr

Germany
e Zyxel Deutschland GmbH

e https://www.zyxel.com/de/de/

Hungary
e Zyxel Hungary & SEE

 https://www.zyxel.com/hu/hu/

Italy
* Zyxel Communications Italy

e https://www.zyxel.com/it/it/

Latvia
e Zyxel Latvia

e https://www.zyxel.com/Iv/Iv/
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Lithuania
* Zyxel Lithuania

 https://www.zyxel.com/It/It/

Netherlands

* Zyxel Benelux

e https://www.zyxel.com/nl/nl/

Norway
e Zyxel Communications

* https://www.zyxel.com/no/no/

Poland
* Zyxel Communications Poland

 https://www.zyxel.com/pl/pl/

Romania

e Zyxel Romania

e https://www.zyxel.com/ro/ro

Russia
e Zyxel Russia

e https://www.zyxel.com/ru/ru/

Slovakia
* Zyxel Communications Czech s.r.o. organizacna zlozka

 https://www.zyxel.com/sk/sk/

Spain
¢ Zyxel Communications ES Ltd

e https://www.zyxel.com/es/es/

Sweden
e Zyxel Communications

e https://www.zyxel.com/se/sv/

Switzerland
» Studerus AG
e https://www.zyxel.ch/de
e https://www.zyxel.ch/fr
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Turkey
e Zyxel Turkey A.S.

 https://www.zyxel.com/tr/tr/

UK

¢ Zyxel Communications UK Ltd.

e https://www.zyxel.com/uk/en/

Ukraine
e Zyxel Ukraine

e hitp://www.ua.zyxel.com

South America

Argentina
* Zyxel Communications Corporation

 https://www.zyxel.com/co/es/

Brazil
* Zyxel Communications Brasil Lida.

e https://www.zyxel.com/bor/pt/

Colombia
e Zyxel Communications Corporation

e https://www.zyxel.com/co/es/

Ecuador
* Zyxel Communications Corporation

* https://www.zyxel.com/co/es/

South America
e Zyxel Communications Corporation

e https://www.zyxel.com/co/es/

Middle East

Israel

e Zyxel Communications Corporation

e http://il.zyxel.com/
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Middle East

* Zyxel Communications Corporation

 https://www.zyxel.com/me/en/

North America

USA

¢ Zyxel Communications, Inc. - North America Headquarters

e https://www.zyxel.com/us/en/
Oceania

Australia

e Zyxel Communications Corporation

e https://www.zyxel.com/au/en/
Africa

South Africa
* Nology (Pty) Lid.

e https://www.zyxel.com/za/en/
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APPENDIX B
Legal Information

Copyright
Copyright © 2019 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, franscribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Disclaimer

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Regulatory Notice and Statement

UNITED STATES of AMERICA

The following information applies if you use the product within USA area.

FCC EMC Statement
* The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.

* Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

* This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

« |If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna
* Increase the separation between the devices
¢ Connect the equipment to an outlet other than the receiver's

* Consult a dealer or an experienced radio/TV technician for assistance

FCC Part 68 Statement

* This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the back of this equipment is a label
that contains, among other information, a product identifier in the format US: TRODLO1AV4005B50B (part 68 ID). If requested, this number
must be provided to the telephone company.

« List all applicable certification jack Universal Service Order Codes (“USOC") for the equipment. USOC JACK: RJ14CW (Depend on EUT
interface)

¢ Aplug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applicable FCC Part 68
rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided with this product. It is designed to
be connected to a compatible modular jack that is also compliant. See installation instructions for details.

* The REN is used to determine the number of devices that may be connected to a telephone line. Excessive RENs on a telephone line may
result in the devices not ringing in response to an incoming call. In most but not all areas, the sum of RENs should not exceed five (5.0). To be
certain of the number of devices that may be connected to a line, as determined by the total RENs, contact the local telephone company.
For products approved after July 23, 2001, the REN for this product is part of the product identifier that has the format US:AAAEQ# #TXXXX. The
digits represented by ## are the REN without a decimal point (e.g., 03 is a REN of 0.3). For earlier products, the REN is separately shown on the
label.

¢ If this equipment US: TRODLO1AV4005B50B (part 68 ID) causes harm to the telephone network, the telephone company will notify you in
advance that temporary discontinuance of service may be required. But if advance notice isn't practical, the telephone company will notify
the customer as soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is necessary.

* The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the operation of the
equipment. If this happens the telephone company will provide advance notice in order for you to make necessary modifications to
maintain uninterrupted service.
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* |If trouble is experienced with this equipment US: TRODLO1AV4005B50B (part 68 ID), for repair or warranty information, please contact Zyxel
Communication Inc.; 1130 N Miller street Anaheim, CA 92806-2001, USA ;TEL: 002 +1 714-6320882. If the equipment is causing harm fo the
telephone network, the telephone company may request that you disconnect the equipment until the problem is resolved.

¢ Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service commission or
corporation commission for information.

* If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this US: TRODLO1AV4005B50B
(part 68 ID) does not disable your alarm equipment. If you have questions about what will disable alarm equipment, consult your telephone
company or a quadlified installer.

* The Ringer Equivalence Number (REN) is 0.1A.

CANADA

The following information applies if you use the product within Canada area

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B)/NMB-3(B)

Industry Canada CS-03 Statement

* This product meets the applicable Innovation, Science and Economic Development Canada technical specifications.

* The Ringer Equivalence Number (REN) indicates the maximum number of devices allowed to be connected to a telephone interface. The
termination of an interface may consist of any combination of devices subject only to the requirement that the sum of the RENs of all the
devices not exceed five.

¢ The Ringer Equivalence Number (REN) is 0.1.

Déclaration de conformité

* Le présent produit est conforme aux spécifications techniques applicables d'lnnovation, Sciences et Développement économique Canada.

¢ Lindice d'équivalence de la sonnerie (IES) sert & indiquer le nombre maximal de dispositifs qui peuvent étre raccordés a une interface
téléphonique. La terminaison d'une interface peut consister en une combinaison quelconque de dispositifs, a la seule condition que la
somme des IES de tous les dispositifs n'excéde pas cing.

¢ Le nombre d'équivalences de sonnerie (REN) est 0,1.

EUROPEAN UNION

The following information applies if you use the product within the European Union.

List of national codes

COUNTRY ISO 3166 2 LETTER CODE | COUNTRY 1SO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic Ci Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
Greece GR Slovenia NI
Hungary HU Spain ES
Iceland IS Switzerland CH
Ireland IE Sweden SE
Italy IT Turkey R
Latvia Lv United Kingdom GB

Safety Warnings

¢ Do not use this product near water, for example, in a wet basement or near a swimming pool.
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* Do not expose your device to dampness, dust or corrosive liquids.

* Do not store things on the device.

* Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an

enclosed space such as a box or on a very soft surface such as a bed or sofa.

Do not install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.

Connect ONLY suitable accessories to the device.

Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.

Only qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to

a power outlet.

* Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

¢ Please use the provided or designated connection cables/power cables/ adaptors. Connect it to the right supply voltage (for example,
110V AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

¢ Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.

« CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

* The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is intended to serve as the disconnect device,

- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

CLASS 1 LASER PRODUCT

APPAREIL A LASER DE CLASS 1

PRODUCT COMPLIES WITH 21 CFR 1040.10 AND 1040.11.
PRODUIT CONFORME SELON 21 CFR 1040.10 ET 1040.11.

Important Safety Instructions

¢ Caution! The RJ-45 jacks are not used for telephone line connection.

¢ Caution! To reduce the risk of fire, use only No. 26 AWG or larger (e.g., 24 AWG) UL Listed or CSA Certified Telecommunication Line Cord.

¢ Caution! Do not use this product near water, for example a wet basement or near a swimming pool.

* Caution! Avoid using this product (other than a cordless type) during an electrical storm. There may be a remote risk of electric shock from
lightning.

Caution! Always disconnect all telephone lines from the wall outlet before servicing or disassembling this product.

Attention: Les prises RJ-45 ne sont pas utilisés pour la connexion de la ligne téléphonique.

Attention: Pour réduire les risques d'incendie n'utiliser que des cdbles de type 26 AWG ou des cdbles de connexion plus épais

Attention: Ne pas utiliser ce produif prés de I'eau, par exemple un sous-sol humide ou pres d'une piscine.

Attention: Evitez d'utiliser ce produit (autre qu'un type sans fil) pendant un orage. Il peut y avoir un risque de choc électrique de la foudre.
Attention: Toujours débrancher toutes les lignes téléphoniques de la prise murale avant de réparer ou de démonter ce produit.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published Directive 2009/
125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called as "ErP Directive
(Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power consumption has
satisfied regulation requirements which are:

¢ Network standby power consumption < 8W, and/or
¢ Off mode power consumption < 0.5W, and/or
* Standby mode power consumption < 0.5W.

European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Inr Produkt und/oder seine Batterie gemdB den értlichen Bestimmungen getrennt vom HausmUll entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natUrliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de la
doméstica. Cuando este producto alcance el final de su vida Util, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Au moment de la mise au rebut, la collecte séparée
de voftre produit et/ou de sa batterie aidera d économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamentilocaliil vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e la salute umana.
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Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frén hushdllsavfallet. Nar den hér produkten ndr
slutet av sin livsidngd ska du ta den till en &tervinningsstation. Vid tiden for kasseringen bidrar du till en battre milio och mdansklig hdlsa genom att
gora dig av med den pd ett atervinningsstdlle.
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About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring ferminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

|:| The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product’s documentation and certifications.
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Zyxel Limited Warranty

Zyxel warrants fo the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind fo the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.us.zyxel.com for North American products.

Trademarks

ZyNOS (Zyxel Network Operating System) and ZON (Zyxel One Network) are registered trademarks of Zyxel Communications, Inc. Other
trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Open Source Licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest firmware at www.zyxel.com. To obtain the source code covered under those Licenses,
please contact support@zyxel.com.tw to get it.
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add new user account 41
Address Resolution Protocol

ADSL mode 8
Africa

customer support 62
alerts and logs 29
applications

Infernet access 8
ARP Table 34
Asia

customer support 57
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backup

configuration 45
blinking LEDs 10
bottom panel 10
button

POWER 10
RESET 10
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CCM 48
CCMs 48

certifications 64
viewing 66
CFM 48
CCMs 48
link frace test 48
loopback test 48
MA 48
MD 48
MEP 48
MIP 48

configuration
backup 45
reset 46
restoring 46

configurations
backup 42, 45
restore 42, 45

Index

Connectivity Check Messages, see CCMs

contact information 57
copyright 63
corporate headquarters
worldwide 57
customer support 57

D

device information 19
Diagnostic screen 48
disclaimer 63

DNS lookup 49
domain name 42

DSL
counters 37
port details 37
statistics 36, 42

DSL interface 8
DSL port 8,10
DSL splitter 8

E

Environment Statement 65

ErP 65
Ethernet port 10

Europe
customer support 58
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factory default
restore 42, 45

FCC EMC Statement 63
FCC Part 68 Statement 63

firmware 43
current version 44
upgrade 43
version 19

firmware upgrade
via HTTP 43

front panel 9

H

HTTP
firmware upgrade 43

Industry Canada CS-03 Statement 64

information
disposal and recycling 65
for customer support 57

Innovation, Science and Economic Development
Canada ICES Statement 64

inferface group 23
20
Internet access application 8

interface status

Internet browsers for Web Configurator 13

IP address 21
DNS lookup 49
ping 49

J

L

LAN 21
IP address
IPsetup 23
overview 21
status 20
subnet mask 21, 22
traffic statistics 32
LAN information 20
LAN port 8
language selection 16
LBM 48
LBR 48
LED
DSL1&2 10
Ethernet 10
power 10
LED indicators 9
legal information 63

21,22

limited warranty 67
48
Link Trace Message, see LTM

link frace

Link Trace Response, see LTR
link frace test 48

login 13
passwords 13

logs 29, 31
system 29
Loop Back Response, see LBR
loopback 48
loopback test 48
LTM 48
LTR 48

MA 48

Maintenance Association, see MA
Java permissions 13 Maintenance Domain, see MD
JavaScript 13 Maintenance End Point, see MEP

managing the device
good habits 9

MD 48
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customer support 62
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Open Source Licenses 67
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password screen 13
passwords 13
ping
IPv4 address 49
IPvé address 49

Ping & TraceRoute & NsLookup screen 48

port
DSL 10
LAN 10

ports 10
Power button 10
product registration 67
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reboot
VMG 47
refresh interval
set 18
registration
product 67

Regulatory Notice and Statement 63
reset 10, 46

Reset button 10

restart 47

restore default settings 43

restoring configuration 46

RFC 3164 29

route path
frace 49

S

safety instructions 65
safety warnings 64
screws & screws anchors specifications 11
South America
customer support 61
specifications
screws & screw anchors 11

status 18
firmware version 19
LAN 20
WAN 19

status and statistics
network traffic 31, 42

status indicators 10
Status screen 18
subnet mask 21

Syslog

severity levels 29
syslog

protocol 29

severity levels 29
syslog protocol 29

system
firmware 43
version 19
passwords 13
reset 10
status 18
LAN 20
WAN 19

system errors 29
system logs 30
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system status 20
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frademarks 67
traffic status 31

froubleshooting
access and login - 51
Infernet access 52
power, hardware, LEDs 50
UPnP 53

U

Universal Plug and Play, see UPnP
upgrading firmware 43

UPnP 23
cautions 22
Windows 10 26
Windows 7 24

UPnP and Zyxel 22

UPnP devices
identify 21

user account
add 41
edit 41

User Account screen 40

Vv

VDSL mode 8

vendor
contact for support 57
VMG
good habits for managing 9
name 42

w

wall mounting 11
distance between holes 11

WAN

status 19

traffic statistics 31
WAN informatfion 19

warranty 67
note 67
web browser pop-up 13
Web Configurator 13
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log out 16
login 13
password 9
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