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Getting to know your cable
modem router

1.1 Package contents

NN N

CM-32_AC2600 DOCSIS 3.0 Cable ™ AC adapter
Modem Router
Network cable (RJ-45) M Quick Start Guide

Support CD (Manual & Device
Discovery utility)

NOTES:

If any of the items is damaged or missing, contact ASUS for technical
inquiries and support, Refer to the ASUS Support Hotline list at the back of
this user manual.

Keep the original packaging material in case you would need future
warranty services such as repair or replacement.

1.2 Your cable modem router

USB 2.0 port
Insert USB 2.0 devices such as USB hard disks or USB flash drives into this port.

e Power LED

Off: No power.
On: Device is ready.




Downlink LED
Off: No power.
Flashing: Scanning for downstream cable signal.
White: Locked on DOCSIS 3.0 downstream signal.
Blue: Locked on DOCSIS 2.0 downstream signal.

Uplink LED
Off: No power or not locked on downstream.
Flashing: Ranging
White: Ranging complete DOCSIS 3.0 bonded upstream.
Blue: Ranging complete DOCSIS 2.0 bonded upstream.

Cable WAN LED

Off: No power or ranging is not complete.
Flashing: DHCP and registration

On: Online

Ethernet WAN LED
Off: No Ethernet WAN connected.
On: Ethernet WAN connected.

2.4GHz LED / 5GHz LED
Off: No 2.4GHz or 5GHz signal.
On: Wireless system is ready.
Flashing: Transmitting or receiving data via wireless connection.

Link LED
Off: No LAN devices connected.
Flashing: A Gigabit LAN device is connected to a LAN port.
Blue: Only a 10/100 LAN device is connected to a LAN port.

LED On/Off button
Press this button to turn on/off the backlight LED on the panel.

Wi-Fi On/Off button
Press this button to turn on /off the Wi-Fi connection.

Reset button
This button resets or restores the system to its factory default settings.

WPS button
This button launches the WPS Wizard.

USB 2.0 port
Insert USB 2.0 devices such as USB hard disks or USB flash drives into this port.

0 60 66|06

LAN 1 ~ 4 ports
Connect network cables into these ports to establish LAN connection.




WAN (Internet) port
Connect a network cable into this port to establish WAN connection.

®

@ Coaxial port
Connect a coaxial cable into this port to establish DOCSIS connection.

@ Power (DC-IN) port

Insert the bundled AC adapter into this port and connect your router to a
power source.

NOTES:

« Use only the adapter that came with your package. Using other adapters
may damage the device.

« Specifications:

DC Power adapter DC Output: +19V with max 2.37A current
Operating 0~40°C Storage 0~70°C
Temperature

Operating Humidity | 50~90% Storage 20~90%




1.3 Positioning your router

For the best wireless signal transmission between the cable
modem router and the network devices connected to it, ensure
that you:

+  Place the cable modem router in a centralized area for a
maximum wireless coverage for the network devices.

+  Keep the device away from metal obstructions and away from
direct sunlight.

+  To prevent signal interference or loss, keep the device away
from 802.11g or 20MHz only Wi-Fi devices, 2.4GHz computer
peripherals, Bluetooth devices, cordless phones, transformers,
heavy-duty motors, fluorescent lights, microwave ovens,
refrigerators, and other industrial equipment.

+  Always update to the latest firmware. Visit the ASUS website at
http://www.asus.com to get the latest firmware updates.

+  To ensure the best wireless signal, orient the four detachable
antennas as shown in the drawing below.




1.4 Product label

The product label at the bottom of your cable modem router
contains the default Wi-Fi network name (SSID), Wi-Fi password,
login information for the web graphical user interface (web GUI),
serial number, MAC address, and other information.

1.5 Hardware Setup

1.5.1 Setup Requirements

To set up your wireless network, you need a computer that meets
the following system requirements:

« Ethernet RJ-45 (LAN) port (10Base-T/100Base-
TX/1000BaseTX)

- IEEE 802.11a/b/g/n/ac wireless capability

« Web browser such as Internet Explorer, Firefox, Safari, or
Google Chrome

NOTES:

If your computer does not have built-in wireless capabilities, you may install
an IEEE 802.11a/b/g/n/ac WLAN adapter to your computer to connect to
the network.

CM-32is certified by Comcast, Charter, Time Warner, and Cox cable services.

Some IEEE 802.11n devices that you want to connect to your network
may or may not support 5GHz band. Refer to the device's manual for
specifications.

The Ethernet RJ-45 cables that will be used to connect the network devices
should not exceed 100 meters.



1.5.2 Setting up your cable modem router

You can connect your CM-32 as a cable modem router or use it as
a standalone Wi-Fi router.

IMPORTANT! Use a wired connection when setting up your cable modem
router to avoid possible setup problems.

Setting up as a cable modem router

=
il TmhErTee

Internet

Laptop

1. Using your ISP-provided coaxial cable, connect your CM-32
to a wall outlet or a line splitter.

2. Insert the power adapter to your CM-32 DC-In port and plug
to a power outlet.

3. The Downstream and Upstream LED light white when the
cable connection succeeded.

4. Using the bundled network cable, connect your CM-32 to
your computer.

5. Please proceed to 2.1 Activate your Internet Service for
the next step.

1



Setting up your CM-32 as a standalone Wi-Fi router

cennmnmmn | | (I | | )

Laptop

Internet

1. Insert your cable modem router’s AC adapter to the DC-IN
port and plug it to a power outlet.

2 Using the bundled network cable, connect your computer to
your cable modem router’s LAN port.

3. Insert your modem’s AC adapter to the DC-IN port and plug
it to a power outlet.

4, Launch your browser and go to http://router.asus.com or
http://192.168.1.1.

5. Enter default login name "admin" and password "admin"
or your personal settings if you have set before.

6. Click Skip Setup Wizard to go to the Network Map (if
you have set up before, ignore this step).

7. Go to Advanced Settings > WAN > Dual WAN, select
"Ethernet" as primary WAN and click Apply.

8. You can now use CM-32 as a standalone wireless router.



2 Connecting to the Internet

2.1 Activate your Internet service

Visit your ISP’s website and follow the onscreen instructions
to activate your Internet service. CM-32 is certified by Charter,
Comcast, Cox and Time Warner Cable services.

Charter 1-888-438-2427 https://install.charter.com/
Comcast 1-800-266-2278 https://www.comcast.com/activate
Cox 1-877-891-2899 https://activation.cox.net/

Time Warner Cable 1-800-892-2253 https://www.timewarnercable.com/

The Downstream and Upstream LEDs light
white when the cable connection succeeded.
If you subscribed to automatic IP (DHCP)
service, the Internet is accessible now.

NOTES:

«  Your ISP's contact information may change. Visit your ISP’s website or check
your Internet service billing statement for the latest contact information.

«  If your CM-32 still does not connect to the Internet, contact your ISP and do
the following:

1. Provide your CM-32's serial number and MAC address located on the
product label, and confirm with your ISP if it is already active.

2. If your CM-32is visible to your ISP but there is still no Internet
connection, reboot your CM-32 and check the online status again.

3. If your CM-32 s still not visible to your ISP or your ISP can not provide
technical support, do the following:

1) Go to router.asus.com or http://192.168.1.1.

2) Click Skip Setup Wizard on the top left of the screen and you will
be directed to the Network Map.

3) On the left-side menu, click Cable > CM Debug, and click Save to
obtain a .txt log file.

4) On the left-side menu, click System log > General log, and click
Save to obtain a .txt file.

5) Send these files to cm_feedback@asus.com. We will reply to you as
soon as possible.
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2.2 Quick Internet Setup

If you subscribed to static IP service, you need to go through
the Quick Internet Setup Wizard to key in your IP and DNS
information.

To quickly set up your Internet settings:

1. Ensure that the 2.4 GHz and 5 GHz LEDs light up.

2. Launch your web browser and go to http://
router.asus.com or http://192.168.1.1.

3. Enter default login name "admin" and password "admin"
when prompted.

4. On the welcome page, click Go to proceed.

/iISUS CM-32_AC2600

(&3, SkipSetup Wizara  Welcome to the ASUS Networking Family!

Quick Internet Setup

@ Internet Setup

ASUS CM-32_AC2600
@ router setup + World's first 4x4 MIMO cable modem router with up to
2600 Mops Wi-Fi
ing with up to 1372

jesign for unbeatable Wi-Fi

o

Click Restore Setting to load saved configuration settings.

5. Set up a new login name and password for your CM-32,
then click Next.



/ISUS CM:32_AC2600

- — Setup of router ( CM-32_AC2600 ) administrator password

‘Ghange the ruter password fo prevent unauthorized access to your ASUS wirsless ouer.
Quick Internet Setup

Router Login Name admin

o

New Password |

@ router setup Retype New Password

+ Your router login information is used for
‘accessing your router's administration

settings.

+ Router login information is also used to
access additional features like FTP and
AiCloud 2.0.

+ The default username and password is
+ admin / admin

Previous

5. Select Static IP, click Next.

/iSUS CM-32_AGC2600

52, Skip Setup Wizard Please Choose the Internet type provided by your ISP.

Please select the Intsmet connection type from the options below. 1f you do not know the Intemet connection type,
‘contact your ISP.
Quick Internet Setup

» @ Automatic IP (DHCP)
(Dt Ty o PG sk kosn sl T comctonpei ey ca
‘modem service providers.

@) rovter setup « Static IP
Static IP allows your PC to use a fixed IP address provided by your ISP.

Next

6. Enter the IP address and DNS information provided by
your ISP, click Next.

NOTE: CM-32 supports Automatic IP (DHCP) and Static IP Internet type only.




/iS00S CM-32_AC2600

&y skip Setup Wizard

Quick Internet Setup

@ Internet Setup

@ Router Setup

Please refer to your ISP setting, and Input the related Information.

Use the following IP address:

1P Address 2!
| ‘Subnet Mask 7
‘ Default Gateway 2

DNS Servers.

DNS Servert 7

DNS Server2 2 i

7. Confirm the wireless network name (SSID) and security key
for your 2.4GHz and 5 GHz wireless connection. You can
keep the default wireless settings or assign new ones. Click
Apply when done.

/EELIS CM-32_AC2600

i Skdp Setup Wizard

Quick Internat Setup
(@) crmck comecaion
: Intornet Setup

e —

[(STmesesrEasp

Wirsiess Setting

Assign a unique name or $5I0 (Service Set dantifier) to help identity your wireless network.

24 Gz - Securty
Motwork Name (S5I0) T | 0320026

Motwork Kay

5GHz - Becurity. 8 Copy 2.4 GHz nowork key 10 5 GHZ selings.
Motwork Name (S5ID) 7 O4-32 0056

Metwork Key

Exviar  riotwork Rary betwmen 8 and 63 chamcinn(eSiens, numbens or & comiination) or &4 hex dghs. The
ot wirsisss securty sefSng i WPAZ-Personal AES. I you 60 not war 10 sef e network: securty, lave
o0 mocurty by feid blank, bt s axposes o network ko unauhorioed scenss.




8. Your Internet and wireless settings are displayed. Click Next to
finish.

JEBUS CM-32_AC2800

&b, SHip Setup Wizard Complated Network Configuration Summary

Sysiem Tima: Thu, Jan 01 09:34:58 1970 (GHT+08:00)

Hatmork Masms [S8ID) Asus

Metwork Narme [3310] CM-32_00_5G
Matwork Key oy 304z
Warsiass Security WRAZ-Parsanal . AES

AN Gonrmetion Typs Ausomase 1P
wa anen

AN P 182.168.1.1
MAG address

2.4 Connecting to your wireless network

1. Onyour computer or other network device, click the network
icon in the taskbar to display the available wireless
networks.

2. Connect to your CM-32's SSID and when prompted, enter the
password.

3. If you have changed the CM-32’s SSID and password during
the basic network setup process, enter the information you
have set up.



2.5 Specify the starting frequency (optional)

When your ISP requires it, specify the starting frequency.

To specify the starting frequency:
1. Ensure that the 2.4 GHz and 5 GHz LEDs light up.

2. Launch your web browser and go to http://
router.asus.com or http://192.168.1.1.

3. Enter default login name "admin" and password
"admin" or your personal login name and password if
you have set.

4. On the left-side menu, click Cable, then click CM
Tuner tab.

5. In the Starting Frequency field, enter a number and
click Apply.
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3 Configuring the General
settings
3.1 Using the Network Map

Network Map allows you to configure your network’s
security settings, manage your network clients, and monitor
your USB device.

NSUS CM-32_AC2600 Logout Reboot
T oF Gulek traaemat Firmware Version: 1.0.0.3 SSID: €#-32 01 26 cw-32 01 56

4 sewp
System Status

General
24GHz 5GHz Status.

ity Network Map 60 Wireless name(sSi0)
CM-32_0126

)
S5 Guest Netwark

Authantication Method

M. Traffic Manager WeA2-personal -]
Security level: T
B rarentat controts WPA2-Personal &

* USB Application

& acioud 20

Advanced Settings
192.168.1.1
PIN code

31533270

Wirsloss 2.4GHz MAG address

00:D0:59:DE:AD:04

19
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3.1.1 Changing the wireless security settings

CM-32 comes with a set of unique default wireless security
settings. You can change the settings if you like to.

To change the wireless security settings:

1. From the navigation panel, go to General > Network Map.

2. Onthe Network Map screen and under System status, you
can configure the wireless security settings such as SSID,
security level,and encryption settings.

NOTE: You can set up different wireless security settings for 2.4GHz and 5GHz

bands.

2.4GHz security settings

System Status
24GHz 56Hz Status.
Wireless name{SSID}
-32_01_26
Authentication Method

weAZ-parsonal -

WPA Encryption

192.168.1.1

PIN code

31533270

LAN MAC address
00:50:F1:80:00:00

Wireless 2.4GHz MAC address

00:D0:59: DE:AD:04

5GHz security settings

System Status
24GHz 5GHz Status
Wireless name{SSID)
-32_01_56
Authentication Msthod

wPAZ-Personal -

WPA Encryption

= - |

192.168.1.1

PIN cade

31533270

LAN MAC address

00:50:F1:80:00:00

Wireless 5GHz MAC address

00:00:50: DE:AD:08



3. On the Wireless name (SSID) field, key in a unique name for
your wireless network.

4. From the Authentication Method dropdown list, select the
authentication method for your wireless network.

If you select WPA-Personal or WPA-2 Personal as the
authentication method, key in the WPA-PSK key or security

passkey.

IMPORTANT! The IEEE 802.11n/ac standard prohibits using High
Throughput with WEP or WPA-TKIP as the unicast cipher. If you use these
encryption methods, your data rate will drop to IEEE 802.11g 54Mbps
connection.

5 Click Apply when done.

21
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3.1.2 Managing your network clients

/ISUS CM-32_AC2600 Eogout Reboot

m Firmware Version: 1.0.0.3 SSID: C4-32_01 26 O#-32 01 56

Client status
General Internet status:
T — Disconnected Online  Wired (1)
Aita Network Map DONs: GO

”
AW Guest Network

6’; Traffic Manager 00:60:6E:80:0C:BC
Security level:
ﬂ Parental Controls WPA2-Personal @ ey

.* USB Application

& mcoud20

Advanced Settings
@;. Cable

T Wireless Clients:

To manage your network clients:

1.

From the navigation panel, go to General > Network Map
tab.

On the Network Map screen, select the Clients icon to
display your network client’s information.

To block a client’s access to your network, select the client and
click the open lock icon.



3.1.3 Monitoring your USB device

The ASUS cable modem router provides two USB ports for
connecting USB devices or USB printer to allow you to share
files and printer with clients in your network.

/SUS CM-32_AC2600 Logout Rahoot

! #" Quick Interner
& senp

General
ity Network Map

B8 Guest Network
A Traffic Manager

B rarentai contrors

* USB Application

& wewuwdzo

Advanced Settings

Firmware Version: 1.0.0.3 SSID: (4-32_01 %6 cu-32_01_S6

Internet status:
[

DONS: 6O

Security level:
WPA2-Personal &

System Status
24CHz 5GHz Status:
Wireless name(SSID)

o-32.01 26

19216811
PiN code

assmn

LAN MAG addrass
00150:F1:80:00:00

Wirsless 2.4GHz MAG address

00:D0:59:DE:AD:04

NOTES:

«  To use this feature, you need to plug a USB storage device, such as a USB
hard disk or USB flash drive, to the USB2.0 ports on the front and rear
panel of your cable modem router. Ensure that the USB storage device is
formatted and partitioned properly. Refer to the Plug-n-Share Disk
Support List at http://event.asus.com/networks/disksupport

«  The USB ports support two USB drives or one printer and one USB drive at

the same time.

23
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IMPORTANT! You first need to create a share account and its permission
/access rights to allow other network clients to access the USB device via an

FTP site/third-party FTP client utility, Servers Center, Samba, or AiCloud. For
more details, refer to the section 3.5 Using the USB Application and 3.6 Using
AiCloud in this user manual.

To monitor your USB device:
1. From the navigation panel, go to General > Network Map.

2. Onthe Network Map screen, select the USB Disk Status icon
to display your USB device's information.

3. Onthe AiDisk Wizard field, click GO to set up an FTP server for
Internet file sharing.

NOTES:

«  For more details, refer to the section 3.5.2 Using Servers Center in this
user manual.

«  The wireless router works with most USB HDDs/Flash disks and supports
read-write access for FAT16, FAT32, NTFS, and HFS+.



Safely removing the USB disk

IMPORTANT: Incorrect removal of the USB disk may cause data corruption.

To safely remove the USB disk:
1. From the navigation panel, go to General > Network Map.

2. Inthe upper right corner, click > Eject USB disk. When
the USB disk is ejected successfully, the USB status shows
Unmounted.

/iISUS CM-32_AC2600 Logout Faboot

5 g o Firmware Version: 1.0.0.3 SSID: 0e-32 01 26 0+-32 01 5¢
4 setw
Eject USB disk Hitachi
154 L1y HTS54505089A300
General Internet status:
Disconnected Information  Health Scanner

Aty Network Map DONS: GO Model namo:
- Hitachi HT554505085A300
S5 cuest Network

—

AiDisk Wizard:

* USB Application o0

@& Hcoud 20
. Safely Remove disk: [y

Advanced Settings

g: Tratfic Manager 111.213GB
(@ Security level: Total spece:
[ R — WPA2-Personal 8 465759 GB

Hitachi wrssasdl

Clients:
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3.2 Creating a Guest Network

The Guest Network provides temporary visitors with Internet
connectivity via access to separate SSIDs or networks without
providing access to your private network.

NOTE: CM-32 supports up to six SSIDs (three 2.4GHz and three 5GHz
SSIDs).

To create a guest network:
1. From the navigation panel, go to General > Guest Network.

2. Onthe Guest Network screen, select 2.4GHz or 5GHz
frequency band for the guest network that you want to
create.

3. Click Enable.

The Guest Network provides Internet connection for quests but restricts access to
your Intranet.

Time Remainil




4. To change a guest's settings, click the guest settings you want
to modify. Click Remove to delete the guest’s settings.

5. Assign a wireless name for your temporary network on the
Network Name (SSID) field.

Guess Network

Select an Authentication Method.

If you select a WPA authentication method, select a WPA
Encryption.

8. Specify the Access time or choose Limitless.
9. Select Disable or Enable on the Access Intranet item.
10. When done, click Apply.

27



3.3 Using the Traffic Manager
3.3.1 Managing QoS (Quality of Service) and bandwidth

Quality of Service (QoS) allows you to set the bandwidth priority
and manage network traffic.

To set up QoS:

1. From the navigation panel, go to General > Traffic Manager >
QoS tab.

2. Click ON to enable QoS.

3. Choose Traditional QoS to set priority for different
applications or choose Bandwidth Limiter to set up
bandwidth limitation for each device. Click Apply when done.

/SUS CM-32_AC2600 Logout Reboot

Firmware Version: 1003 SSID: CM-32 012G CM-32 01 5G

| 0" Quick Internet
4 setwp

| QoS Traffic Monitor
General Traffic Manager - QoS

Aty Network Map
Quality of Service (QoS) ensures bandwidth for prioritized tasks and applications.
+ Traditional QoS ensures inbound and outbound bandwidth on both wired and
wireloss connections for prioritized applications and tasks via manual user-defined
A4 parameters.
A Tratfic Manager « Bandwidth Limiter helps you to control download and upload max speed of your
cleint devices.

”
A5 Guest Network

ﬁ Parental Controls
To enable QoS function, dlick the QoS siide switch.

* USB Application QoSFAQ
& icioud 2.0 ON

# Traditional type @ Bandwidth Limiter
Advanced Settings

© cable

S Wireless

) Firewall

A Administration



/ISUS CM-32_AC2600 Logout Roboot English

(9 00| Firmware Verson: 1003 SSID: CM32.0126 CM32.015G <
#' QuickInternet |

| Setup |
QoS Traffic Monitor

General Traffic Manager - QoS

L Network Map
b Quality of Sorvico (QoS) ensuros bandwidth for prioritizod tasks and applications.

A"‘" Guest Network + Traditional QoS ensures inbound and outbound bandwidth on both wired and
| wireloss connections for prioritized applications and tasks via manual userdefined
AL tratfic Manager pepme—
x + Bandwidth Limiter holps you to control downioad and upload max speed of your

cloint devices.
ﬂ Parental Controls
To enable QoS function, dlick the QoS slide swich.

* USB Application QoS FAQ

& aicioudzo on

@ Tradiiona type & Bandwidth Limiter
Advanced Settings

) Firewall

NOTES:

« Traditional QoS and Bandwidth limiter do not work
simultaneously.

« Tofill in the source IP or MAC, you can:
a) Entera specific IP address, such as "192.168.122.1".

b) Enter IP addresses within one subnet or within the same IP
pool, such as“192.168.123.*, or“192.168.* *"

c) Enterall IP addresses as“*.***" or leave the field blank.

d) The format for the MAC address is six groups of two
hexadecimal digits, separated by colons (:), in transmission
order (e.g. 12:34:56:aa:bc:ef)

«  For source or destination port range, you can either:
a) Enter a specific port, such as“95".

b)  Enter ports within a range, such as“103:315",“>100", or
“<65535"

29
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3.3.2 Monitoring Traffic

The traffic monitor function allows you to access the bandwidth
usage and speed of your Internet, wired, and wireless networks. It
allows you to monitor network traffic even on a daily basis.

JiISUS CM-32_AC2600 Logout Reboot

Firmware Version: 1.0.0.3 SSID: ou-32 0126 ou-32_01_5¢
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NOTE: Packets from the Internet are evenly transmitted to the wired
and wireless devices.




3.4 Setting up Parental Control

Parental Control allows you to control the Internet access time.
Users can set the time limit for a client’s network usage.

t=
Parental Controls

& Necwork map

Parental Controls allow you to set the time limit for a dlient's network usage. To use

.
& Guest Network

o e b (column, select the client whose nefwork usage you want o
= i also key in the clients MAC address in the [Cliants MAC

B Farencat controie

&
gk use appiication “

& eowzo

ced Sattings

Enatlo Parental Conirols.

Systom Time

Cilont List (Max Limit : 16}

- Gents Name llnts MAG Adrass

To use the parental control function:
1. From the navigation panel, go to General > Parental control.
2. Click ON to enable Parental Control.

3. Select the client whose network usage you want to control.
You may also key in the client’s MAC address in the Client
MAC Address column.

NOTE: Ensure that the client name does not contain special characters or
spaces as this may cause the router to function abnormally.

4. Click @ orBto add or delete the client’s profile.

5. Set up the allowed time limit in Time Management map.
Drag and drop a desired time zone to allow client’s network
usage.

Click OK.
Click Apply to save the settings.
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3.5 Using the USB Application

The USB Applications function provides AiDisk, Servers Center,
Network Printer Server and Download Master submenus.

IMPORTANT! To use the server functions, you need to insert a USB storage
device, such as a USB hard disk or USB flash drive, in the USB 2.0 ports on
the front and rear panel of your cable modem router. Ensure that the USB
storage device is formatted and partitioned properly. Refer to the ASUS
website at http://event. asus.com/2009/networks/disksupport/ for the file
system support table.

3.5.1 Using AiDisk

AiDisk allows you to share files stored on a connected USB device
through the Internet. AiDisk also assists you with setting up ASUS
DDNS and an FTP server.

To use AiDisk:

1. From the navigation panel, go to General > USB application,
then click the AiDisk icon.

2. From the Welcome to AiDisk wizard screen, click Go.




3. Select the access rights that you want to assign to the clients
accessing your shared data.

4. Create your domain name via the ASUS DDNS services, read
the Terms of Service and then select | will use the service
and accept the Terms of service and key in your domain

name. When done, click Next.

s oe32

i 032 01 2 0156 [}

Create your domain name via the ASUS DDNS services.
® Iwiluse the servics

4% Uss Appiication

P
& ncouszo

Advanced Settings

<

You can also select Skip ASUS DDNS settings then click Next

to skip the DDNS setting.
Click Finish to complete the setting.

To access the FTP site that you created, launch a web browser
or a third-party FTP client utility and key in the ftp link
(ftp://<domain name>.asuscomm.com) you have previously

created.
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3.5.2 Using Servers Center

Servers Center allows you to share the media files from the USB
disk via a Media Server directory, Samba share service, or FTP
share service. You can also configure other settings for the USB
disk in the Servers Center.

Using Media Server

Your cable modem router allows DLNA-supported devices
to access multimedia files from the USB disk connected to it.

Go to General > USB application, click Install under Media
Server to install to your USB disk.

NOTE: Before using the DLNA Media Server function, connect your device to
the CM-32’s network.
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Then, go to General > USB application > Servers Center >
Media Servers tab to configure. Refer to the following for
the descriptions of the fields:



Media Server  Network Place (Samba) Share / Cloud Disk  FTP Share

Media Server

Setup the iTunes and DLNA media server:

TTunes Server

Enable Tunes Server?

Modia Server

Enable DLNA Media Server

Media Sarver Name

Media Server Status idie

Media Server Path Setting %Al Disks Shared @Manual Media Server Path

Apply

« Enable DLNA Media Server: Select ON/OFF to enable/
disable the DLNA Media Server.

« Enable iTunes Server: Select ON/OFF to enable/disable the
iTunes Server.

+ Media server directory: Select your media server directory
and click Apply to share files from the USB disk to media
devices in the network.

« Media Server Status: Displays the status of the media server.

Using Network Place (Samba) Share service

Network Place (Samba) Share allows you to set up the accounts
and permissions for the Samba service.

SSID: Ok-32.01 26 O4-32 0156

lace (Samba) Share / Cloud Dsk _FTP Share

USB Application - Network Place (Samba) Share / Cloud Disk

‘Sotthe acoount and pormission of network placo{samba) senvice

-

& weowzo

To use Samba share:

1. From the navigation panel, go to General > USB application
> Servers Center.
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2. Follow the steps below to add, delete, or modify an
account.

To create a new account:

a) Click [€] to add new account.

b) In the Account and Password fields, key in the name and
password of your network client. Retype the password to
confirm. Click Add to add the account to the list.

.1

Mew account has no read/ write access rights.

Account:

Password:

To delete an existing account:
a) Select the account that you want to delete.
b) Click &

¢) When prompted, click Delete to confirm the account
deletion.

To add a folder:
a) Click &

b) Enter the folder name, and click Add. The folder that you
created will be added to the folder list.

The default access rights for a new falder is
read write,




3. From the list of folders, select the type of access permission
that you want to assign for specific folders:

« R/W: Select this option to assign read/write access.
+ R: Select this option to assign read-only access.

« No: Select this option if you do not want to share a specific
file folder.

4. Click Apply to apply the changes.

Using the FTP Share service

FTP share enables an FTP server to share files from USB disk to
other devices via your local area network or via the Internet.

IMPORTANT:

«  Ensure that you safely remove the USB disk. Incorrect removal of the USB
disk may cause data corruption.

«  To safely remove the USB disk, refer to the section Safely removing the
USB disk under 3.1.3 Monitoring your USB device.
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To use FTP Share service:

NOTES: Ensure that you have set up your FTP server through
AiDisk. For more details, refer to the section 3.5.1 Using AiDisk.

1. From the navigation panel, click General > USB application
> Servers Center > FTP Share tab.

2. From the list of folders, select the type of access rights that
you want to assign for specific folders:
« R/W: Select to assign read/write access for a specific folder.
« W: Select to assign write only access for a specific folder.
+ R: Select to assign read only access for a specific folder.
+ No: Select this option if you do not want to share a specific
folder.
3. Click Apply to confirm the changes.

4. To access the FTP server, key in the ftp link
ftp://<hostname>.asuscomm.com and your user name and
password on a web browser or a third-party FTP utility.



3.6 UsingAiCloud 2.0

AiCloud is a cloud service application that allows you to save, sync,
share, and access your files.

T4 Quick Intemet
4 e
AiClou
General
Ay Network Map

2
D& Guest Network

AiCloud 2.0

B rorental controls
4K use Application

@ Acioud 2.0

nced Settings

b 23 &,

Smart Sync

To use AiCloud:

1. From Google Play Store or Apple Store, download and install
the ASUS AiCloud app to your smart device.

2. Connect your smart device to your network. Follow the
instructions to complete the AiCloud setup process.
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3.6.1 Cloud Disk

To create a cloud disk:

1. Insert a USB storage device into the wireless router.
2. Turnon Cloud Disk.

To create a cloud disk, you need to install a USB storage
B D device into this router, then turn Gloud Disk ON. Use the
m“*é router login account (o log into the default cloud disk.
Q) Frewan Access the cloud disk from
Cloud Disk hitps://www.asusnetwork.net.

[ Administration
Smart Access gets the settings of your Network Place such
s user accounts, share foiders, and others. This allows
You to access your home network ( Network Place/Samba
) anytime, anywhere.
The WOL (Wake-On-LAN) feature lets you wake up a
Smart Access. computer from any device in the network_
What is WOL ?

[Z systemLog

To start smart sync, you need to sign up for an ASUS
webstorage account, then tur Cloud Disk and Smart
@ Sync. Ensure that you installed a USB storage device info
USBe: . a®s o
Launch AiCloud, choose the specilfc foider in cloud disk
Smart Sync that you want to synchronize with ASUS WebStorage, then
follow the succeeding instructions.

3. Goto https://router.asus.com and enter the router
login account and password. For better user experience, we
recommend that you use Google Chrome or Firefox.

@ AiCloud

Welcome.
Who's coming home?

Your Name.

Your Password.

®



4, You can now start accessing Cloud Disk files on devices
connected to the network.

NOTE: When accessing the devices that are connected to the network, you
need to enter the device’s user name and password manually, which will not be
saved by AiCloud for security reason.

Select an available device from the list on the left panel to
start using AiCloud.

§ sdal[241GB/746GB) - !;l -_

®  ANNE]_CHEN-NB1
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3.6.2 Smart Access

The Smart Access function allows you to easily access your home
network via your router’s domain name.

_ To create a cloud disk, you need fo install a USB storage
¥S> VPN Server device into this router, then turn Cloud Disk ON. Use the
router login account to log into the default cloud disk.
Q rirewan Access the cloud disk from
Cloud Disk https:/www.asusnetwork.net

A Administration
Smart Access gets the settings of your Network Place such
as user accounts, share folders, and others. This allows
you to access your home network ( Network Place/Samba
) anytime, anywhere.
The WOL (Wake-On-LAN) feature lets you wake up a
Smart Access. computer from any device in the network.
What is WOL 7

2 srtemion

To start smart sync, you need fo sign up for an ASUS
webstorage account, then tur Cloud Disk and Smart
@ Syne. Ensure that you installed a USB storage device info
lﬁﬂ'ﬁ—é = this router.
Launch AiCloud, choose the speciiic folder in cioud disk
Smart Sync that you want to synchronize with ASUS WebStorage, then
follow the succeeding instructions.

NOTES:

+ You can create a domain name for your router with ASUS DDNS. For
more details, refer to section 4.3.6 DDNS.

By default, AiCloud provides a secure HTTPS connection. Key in https:/
[yourASUSDDNSname].asuscomm.com for a very secure Cloud Disk and
Smart Access usage.




3.6.3 Smart Sync

7 Firmware Version: 1.0.0.3 SSID: CM-32_00_2G CM-32_00_56
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@
m'5~é & Enables Smart Sync functionality. For step-by-step instructions, go to bt
- Traffic Manager tp://aicloud-fag.asuscomm.com/aicloud-fag/

4K uss application Cloud List

R | Poe User Name
‘ @& Aicioud 2.0

Advanced Settings

© cable

To use Smart Sync:

1.

2.
3.
4

Launch AiCloud, click Smart Sync > Go.
Select ON to enable Smart Sync.
Click Add new account.

Enter your ASUS WebStorage account password and select

the directory that you want to sync with WebStorage.
Click Apply.
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4 Configuring the Advanced
Settings
4.1 Wireless

4.1.1 General

The General tab allows you to configure the basic wireless
settings.

To configure the basic wireless settings:

1. From the navigation panel, go to Advanced Settings >
Wireless > General tab.

2. Select 2.4GHz or 5GHz as the frequency band for your wireless
network.

3. Assign a unique name containing up to 32 characters for your
SSID (Service Set Identifier) or network name to identify your
wireless network. Wi-Fi devices can identify and connect to
the wireless network via your assigned SSID. The SSIDs on the
information banner are updated once new SSIDs are saved to
the settings.

NOTE: You can assign unique SSIDs for the 2.4 GHz and 5GHz frequency bands.




4. Inthe Hide SSID field, select Yes to prevent wireless devices
from detecting your SSID. When this function is enabled, you
would need to enter the SSID manually on the wireless device
to access the wireless network.

5. Select any of these wireless mode options to determine the
types of wireless devices that can connect to your wireless
router:

+ Auto: Select Auto to allow 802.11AC, 802.11n, 802.11g, and
802.11b devices to connect to the wireless router.

« Legacy: Select Legacy to allow 802.11b/g/n devices to
connect to the wireless router. Hardware that supports
802.11n natively, however, will only run at a maximum speed
of 54Mbps.

+ Nonly: Select N only to maximize wireless N performance.

This setting prevents 802.11g and 802.11b devices from
connecting to the wireless router.

6. Select the operating channel for your wireless router. Select
Auto to allow the wireless router to automatically select the
channel that has the least amount of interference.

7. Select any of these channel bandwidth to accommodate
higher transmission speeds:

40MHz: Select this bandwidth to maximize the wireless
throughput.

20MHz (default): Select this bandwidth if you encounter
some issues with your wireless connection.

8. Select any of these authentication methods:

+ Open System: This option provides no security.

+ Shared Key: You must use WEP encryption and enter at least
one shared key.
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« WPA/WPA2 Personal/WPA Auto-Personal: This option
provides strong security. You can use either WPA (with
TKIP) or WPA2 (with AES). If you select this option, you must
use TKIP + AES encryption and enter the WPA passphrase
(network key).

« WPA/WPA2 Enterprise/WPA Auto-Enterprise: This option
provides very strong security. It is with integrated EAP server
or an external RADIUS back-end authentication server.

« Radius with 802.1x

NOTE: Your wireless router supports the maximum transmission rate of
54Mbps when the Wireless Mode is set to Auto and encryption method is
WEP or TKIP.

9. Select any of these WEP (Wired Equivalent Privacy) Encryption
options for the data transmitted over your wireless network:

- Off: Disables WEP encryption

+ 64-bit: Enables weak WEP encryption

+ 128-bit: Enables improved WEP encryption.
10.When done, click Apply.



4.1.2 WPS

WPS (Wi-Fi Protected Setup) is a wireless security standard that
allows you to easily connect devices to a wireless network. You
can configure the WPS function via the PIN code or WPS button.

NOTE: Ensure that the devices support WPS.
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* USB Application
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Advanced Settings You can easily connect a WPS client to the network in either of these bwo ways:

« Method1: Click the WPS bution on this interface (or press the physical WRS bution on the router), then press the WPS
bution on the cllent's WLAN adapter for about three minutss.

« Method2: Start the cilent WPS process and get the client PIN code. Enter the client's PIN code on the Client PIN coda
field and click Start. Piease chack the user manual of your wireless ciient to see If it supports the WPS function. If your
wireless client does not support the WPS function, you have to configure the wireless client manualy and set the same
‘network Name (SSID), and security sattings as this router.

S wan

® Push bution & Cient PIN Code

& e start

To enable WPS on your wireless network:

1. From the navigation panel, go to Advanced Settings >
Wireless > WPS tab.

In the Enable WPS field, move the slider to ON.
WPS uses 2.4GHz by default. If you want to change the

frequency to 5GHz, turn OFF the WPS function, click Switch
Frequency in the Current Frequency field, and turn WPS ON

again.
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Note: WPS supports authentication using Open System, WPA-Personal, and
WPA2-Personal. WPS does not support a wireless network that uses a Shared
Key, WPA-Enterprise, WPA2-Enterprise, and RADIUS encryption method.

3. Inthe WPS Method field, select Push Button or Client PIN
code. If you select Push Button, go to step 4. If you select
Client PIN code, go to step 5.

4. To set up WPS using the router’s WPS button, follow these
steps:
a.Click Start or press the WPS button found at the rear of the
wireless router.

b.Press the WPS button on your wireless device. This is
normally identified by the WPS logo.

Note: Check your wireless device or its user manual for the location of the WPS
button.

c. The wireless router will scan for any available WPS devices.
If the wireless router does not find any WPS devices, it will
switch to standby mode.

5. To set up WPS using the Client’s PIN code, follow these steps:

a.Locate the WPS PIN code on your wireless device’s user
manual or on the device itself.

b.Key in the Client PIN code on the text box.

c. Click Start to put your wireless router into WPS survey mode.
The router’s LED indicators quickly flash three times until the
WPS setup is completed.



4.1.3 Wireless MAC Filter

Wireless MAC filter provides control over packets transmitted to
a specified MAC (Media Access Control) address on your wireless
network.
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To set up the Wireless MAC filter:

1. From the navigation panel, go to Advanced Settings >
Wireless > Wireless MAC Filter tab.

2. Inthe Frequency field, select the frequency band that you
want to use for the Wireless MAC filter.

3. Inthe MAC Filter Mode dropdown list, select either Accept or
Reject.

« Select Accept to allow devices in the MAC filter list to access
to the wireless network.

« Select Reject to prevent devices in the MAC filter list to
access to the wireless network.

4. Onthe MAC filter list, click the Add k&) button and key in the
MAC address of the wireless device.

5. Click Apply.
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4.1.4 RADIUS Setting

RADIUS (Remote Authentication Dial In User Service) Setting
provides an extra layer of security when you choose WPA-
Enterprise, WPA2-Enterprise, or Radius with 802.1x as your
Authentication Mode.

/SUS CM-32_AC2600 Logout Raboot

T Guien Totmemane Firmware Version: 1.0.0.3 SSID: 04-32_01.2¢ 4-32_01_56
4 serup

General WPS  Wireless MAC Filter |~ RADIUS Setting  Professional

[
Wireless - RADIUS Setting
.% Network Map
This section allows you to set up additional parameters for authorizing wireless clients through RADIUS server. It s required while
D& GuestNetwork you select "Authentication Method" in "Wirsiess - Ganeral" as “WPA-Entarprise/ WPA2-Enterprisel Radius with 802.1x",

R e e— Band 24

Server IP Address
ﬂ Parental Controls
Server Port: 1812

* USB Application

& wcoud20

To set up wireless RADIUS settings:

1. Ensure that the wireless router’s authentication mode is set to

WPA-Enterprise, WPA2-Enterprise, or Radius with 802.1x.

NOTE: Please refer to section 4.1.1 General section for configuring your
wireless router’s Authentication Mode.

2. From the navigation panel, go to Advanced Settings >
Wireless > RADIUS Setting.

3. Select the frequency band.

In the Server IP Address field, key in your RADIUS server’s IP

Address.

5. Inthe Connection Secret field, assign the password to access
your RADIUS server.

6. Click Apply.



4.1.5 Professional

The Professional screen provides advanced configuration options.

NOTE: We recommend that you use the default values on this page.
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In the Professional Settings screen, you can configure the
following:

+ Frequency: Select the frequency band that the professional
settings will be applied to.

- Enable Radio: Select Yes to enable wireless networking.
Select No to disable wireless networking.

- Date to Enable Radio (weekdays): You can specify which
days of the week wireless networking is enabled.

« Time of Day to Enable Radio: You can specify a time range
when wireless networking is enabled during the week.
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Date to Enable Radio (weekend): You can specify which
days of the weekend wireless networking is enabled.

Time of Day to Enable Radio: You can specify a time range
when wireless networking is enabled during the weekend.

Set AP isolated: The Set AP isolated item prevents wireless
devices on your network from communicating with each
other. This feature is useful if many guests frequently join or
leave your network. Select Yes to enable this feature or select
No to disable.

Roaming assist: The roaming assist disconnects wireless
devices on your network when its signal is too weak. This
allows the wireless device to connect to another stronger
source in your home automatically.

Multicast rate (Mbps): Select the multicast transmission rate
or click Disable to switch off simultaneous single
transmission.

Preamble Type: Preamble Type defines the length of time
that the router spent for CRC (Cyclic Redundancy Check). CRC
is a method of detecting errors during data transmission.
Select Short for a busy wireless network with high network
traffic. Select Long if your wireless network is composed of
older or legacy wireless devices.

RTS Threshold: Select a lower value for RTS (Request to
Send) Threshold to improve wireless communication in a
busy or noisy wireless network with high network traffic and
numerous wireless devices.

DTIM Interval: DTIM (Delivery Traffic Indication Message)
Interval or Data Beacon Rate is the time interval before a
signal is sent to a wireless device in sleep mode indicating
that a data packet is awaiting delivery. The default value is
three milliseconds.

Beacon Interval: Beacon Interval is the time between one
DTIM and the next. The default value is 100 milliseconds.
Lower the Beacon Interval value for an unstable wireless
connection or for roaming devices.

Enable TX Bursting: Enable TX Bursting improves
transmission speed between the wireless router and 802.11g
devices.



+ Wireless multicast forwarding: Select Enable to allow the
wireless router to forward multicast traffic to other wireless
devices that support multicast. Select Disable to prevent the
router from forwarding multicast transmissions.

« Enable WMM APSD: Enable WMM APSD (Wi-Fi Multimedia
Automatic Power Save Delivery) to improve power
management between wireless devices. Select Disable to
switch off WMM APSD.

« TX Power adjustment: TX Power adjustment refers to the
milliWatts (mW) needed to power the radio signal output of
the wireless router. Enter a value between 0 to 100.

NOTE: Increasing the TX Power adjustment values may affect the stability of
the wireless network.

4.2 LAN

4.2.1 LANIP

The LAN IP screen allows you to modify the LAN IP settings of your
wireless router.

NOTE: Any changes to the LAN IP address will be reflected on your DHCP
settings.
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To modify the LAN IP settings:

1. From the navigation panel, go to Advanced Settings > LAN
> LANIP tab.

Modify the IP address and Subnet Mask.
When done, click Apply.

4.2.2 DHCP Server

Your wireless router uses DHCP to assign IP addresses
automatically on your network. You can specify the IP address
range and lease time for the clients on your network.
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To configure the DHCP server:

1. From the navigation panel, go to Advanced Settings > LAN
> DHCP Server tab.

2. Inthe Enable the DHCP Server field, tick Yes.
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4.2.3 Route

If your network makes use of more than one router, you can
configure a routing table to share the same Internet service.

NOTE: We recommend that you do not change the default route
settings unless you have advanced knowledge of routing tables.
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To configure the LAN Routing table:

1. From the navigation panel, go to Advanced Settings > LAN
> Route tab.

On the Enable static routes field, choose Yes.

On the Static Route List, enter the network information of
other access points or nodes. Click the Add &) or Delete [€]
button to add or remove a device on the list.

4. Click Apply.
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In the Domain Name text box, enter a domain name for the
wireless router.

In the IP Pool Starting Address field, key in the starting IP
address.

In the IP Pool Ending Address field, key in the ending IP
address.

In the Lease Time field, specify in seconds when an assigned
IP address will expire. Once it reaches this time limit, the DHCP
server will then assign a new IP address.

NOTES:

7.

We recommend that you use an IP address format of 192.168.1.xxx (where
xxx can be any number between 2 and 254) when specifying an IP address
range.

An IP Pool Starting Address should not be greater than the IP Pool Ending
Address.

In the DNS and Server Settings section, key in your DNS
Server and WINS Server IP address if needed.

Your wireless router can also manually assign IP addresses to
devices on the network. On the Enable Manual Assignment
field, choose Yes to assign an IP address to specific MAC
addresses on the network. Up to 32 MAC Addresses can be
added to the DHCP list for manual assignment.



4.3 WAN

4.3.1 Internet Connection

The Internet Connection screen allows you to configure the
settings of various WAN connection types.
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To configure the WAN connection settings:

1. From the navigation panel, go to Advanced Settings > WAN
> Internet Connection tab.

2. Configure the following settings below. When done, click
Apply.

+  WAN Connection Type: Choose your Internet Service
Provider type. The choices are Automatic IP or Static IP.
Consult your ISP if the router is unable to obtain a valid IP
address or if you are unsure the WAN connection type.

« Enable WAN: Select Yes to allow the router Internet access.
Select No to disable Internet access.
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Enable NAT: NAT (Network Address Translation) is a system
where one public IP (WAN IP) is used to provide Internet
access to network clients with a private IP address in a LAN.
The private IP address of each network client is saved in a NAT
table and is used to route incoming data packets.

Enable UPnP: UPnP (Universal Plug and Play) allows several
devices (such as routers, televisions, stereo systems, game
consoles, and cellular phone), to be controlled via an IP-based
network with or without a central control through a gateway.
UPnP connects PCs of all form factors, providing a seamless
network for remote configuration and data transfer. Using
UPnP, a new network device is discovered automatically. Once
connected to the network, devices can be remotely
configured to support P2P applications, interactive gaming,
video conferencing, and web or proxy servers. Unlike Port
forwarding, which involves manually configuring port
settings, UPnP automatically configures the router to accept
incoming connections and direct requests to a specific PC on
the local network.

Connect to DNS Server: Allows this router to get the DNS IP
address from the ISP automatically. A DNS is a host on the
Internet that translates Internet names to numeric IP
addresses.

Authentication: This item may be specified by some ISPs.
Check with your ISP and fill them in if required.

Host Name: This field allows you to provide a host name for
your router. It is usually a special requirement from your ISP. If
your ISP assigned a host name to your computer, enter the
host name here.

MAC Address: MAC (Media Access Control) address is a
unique identifier for your networking device. Some ISPs
monitor the MAC address of networking devices that connect
to their service and reject any unrecognized device that
attempt to connect. To avoid connection issues due to an
unregistered MAC address, you can:

o Contact your ISP and update the MAC address
associated with your ISP service.

o Clone or change the MAC address of the ASUS
wireless router to match the MAC address of the
previous networking device recognized by the ISP.



4.3.2 Dual WAN

Your ASUS wireless router provides dual WAN failover and

failback support.

To set up dual WAN:

1. From the navigation panel, go to Advanced Settings >
WAN > Dual WAN tab.

2. Configure Primary WAN, Secondary WAN, check Failback
if you need.

3. Ifnecessary, you can enable Ping Time Watch Dog to

monitor the connection between the CM-32 and the remote
host. Click Apply to save.

¢ Interval: the time interval between two ping packets.

¢ Failover detect time: the length of time to send ping
packet.
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4.3.3 Port Trigger

Port range triggering opens a predetermined incoming port for a
limited period of time whenever a client on the local area network

makes an outgoing connection to a specified port. Port triggering
is used in the following scenarios:

+ More than one local client needs port forwarding for the
same application at a different time.

« An application requires specific incoming ports that are
different from the outgoing ports.

/ISUS CM-32_AC2600 Logout Reboot

Ep—— . Firmware Version: 1.0.0.3 SSID: ©4-32 01 2 C%-32_01 56 g g

e .

o Internet Dual Port Virtual Server f Port o o
Connection WAN Trigger Forwarding o

AT
Passthrough

General

WAN - Port Trigger
iy Network Map

Port Trigger allows you 1o tamporarily opan data ports whan LAN devicas require unrestricted acoass to the Intemat. There ars
twa methods for opening incoming data ports: port forwarding and port trigger. Port forwarding apens the specified data ports all
the time and devices must usa static [P addresses. Port rigger only opens the incoming port whan a LAN devics raquests access
A e —— 0 the trigger port. Uniike part forwarding, port rigger does not require static: IP addressas for LAN devices. Port forwarding

aliows multiple davices to share a single open port and port rigger only ailows one cllent at a time to acoess the open port.
Port Trigger FAg

o
A8S Guest Network

@ rarental controls
‘Basic Config

WK vss asication Enatle Port Trigger ®ves @ N0

é‘.- AiCioud 2.0 ‘Well-Known Appiications please select -]
Advanced Settings g

Description Trigger Port Protocol incoming Port Protocol Add | Delets.

il | ~g @

No data fn table.

© cable
S wireless
4

lnf AN

@ WAN

Apply

To set up Port Trigger:

1. From the navigation panel, go to Advanced Settings > WAN
> Port Trigger tab.

2. Configure the following settings below. When done, click
Apply.

« Enable Port Trigger: Choose Yes to enable Port Trigger.

+  Well-Known Applications: Select popular games and web
services to add to the Port Trigger List.

+ Description: Enter a short name or description for the service.



Trigger Port: Specify a trigger port to open the incoming port.

Protocol: Select the protocol, TCP, or UDP.

Incoming Port: Specify an incoming port to receive inbound
data from the Internet.

Protocol: Select the protocol, TCP, or UDP.

NOTES:

When connecting to an IRC server, a client PC makes an outgoing
connection using the trigger port range 66660-7000. The IRC server
responds by verifying the username and creating a new connection to the
client PC using an incoming port.

If Port Trigger is disabled, the router drops the connection because it is
unable to determine which PC is requesting for IRC access. When Port
Trigger is enabled, the router assigns an incoming port to receive the
inbound data. This incoming port closes once a specific time period has
elapsed because the router is unsure when the application has been
terminated.

Port triggering only allows one client in the network to use a particular
service and a specific incoming port at the same time.

You cannot use the same application to trigger a port in more than one
PC at the same time. The router will only forward the port back to the last
computer to send the router a request/trigger.
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4.3.4 Virtual Server/Port Forwarding

Port forwarding is a method to direct network traffic from the
Internet to a specific port or a specific range of ports to a device
or number of devices on your local network. Setting up Port
Forwarding on your router allows PCs outside the network to
access specific services provided by a PC in your network.

NOTE: When port forwarding is enabled, the ASUS router blocks unsolicited
inbound traffic from the Internet and only allows replies from outbound
requests from the LAN. The network client does not have access to the Internet
directly, and vice versa.
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To set up Port Forwarding:

1. From the navigation panel, go to Advanced Settings > WAN
> Virtual Server / Port Forwarding tab.
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2. Configure the following settings below. When done, click
Apply.
+ Enable Port Forwarding: Choose Yes to enable Port
Forwarding.

« Famous Server List: Determine which type of service you
want to access.

- Famous Game List: This item lists ports required for popular
online games to work correctly.

« FTP Server Port: Avoid assigning the port range 20:21 for
your FTP server as this would conflict with the router’s native
FTP server assignment.

« Service Name: Enter a service name.

+ Port Range: If you want to specify a Port Range for clients
on the same network, enter the Service Name, the Port
Range (e.g. 10200:10300), the LAN IP address, and leave the
Local Port empty. Port range accepts various formats such
as Port Range (300:350), individual ports (566,789) or Mix
(1015:1024,3021).

NOTES:

When your network’s firewall is disabled and you set 80 as the HTTP server’s
port range for your WAN setup, then your http server/web server would be
in conflict with the router’s web user interface.

«  Anetwork makes use of ports in order to exchange data, with each port
assigned a port number and a specific task. For example, port 80 is used
for HTTP. A specific port can only be used by one application or service at a
time. Hence, two PCs attempting to access data through the same port at
the same time would fail. For example, you cannot set up Port Forwarding
for port 100 for two PCs at the same time.
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Local IP: Key in the client’s LAN IP address.

NOTE: Use a static IP address for the local client to make port forwarding work
properly. Refer to section 4.2 LAN for information.

Local Port: Enter a specific port to receive forwarded packets.
Leave this field blank if you want the incoming packets to be
redirected to the specified port range.

Protocol: Select the protocol. If you are unsure, select BOTH.

To check if Port Forwarding has been configured successfully:

Ensure that your server or application is set up and running.

You will need a client outside your LAN but has Internet
access (referred to as “Internet client”). This client should not
be connected to the ASUS router.

On the Internet client, use the router’s WAN IP to access the
server. If port forwarding has been successful, you should be
able to access the files or applications.

Differences between port trigger and port forwarding:

Port triggering will work even without setting up a specific
LAN IP address. Unlike port forwarding, which requires a
static LAN IP address, port triggering allows dynamic port
forwarding using the router. Predetermined port ranges are
configured to accept incoming connections for a limited
period of time. Port triggering allows multiple computers
to run applications that would normally require manually
forwarding the same ports to each PC on the network.

Port triggering is more secure than port forwarding since the
incoming ports are not open all the time. They are opened
only when an application is making an outgoing connection
through the trigger port.



4.3.5 DMZ

Virtual DMZ exposes one client to the Internet, allowing this
client to receive all inbound packets directed to your Local Area
Network.

Inbound traffic from the Internet is usually discarded and routed
to a specific client only if port forwarding or a port trigger has
been configured on the network. In a DMZ configuration, one
network client receives all inbound packets.

Setting up DMZ on a network is useful when you need incoming
ports open or you want to host a domain, web, or e-mail server.

Caution: Opening all the ports on a client to the Internet makes the network
vulnerable to outside attacks. Please be aware of the security risks involved in
using DMZ.

To set up DMZ:

1. From the navigation panel, go to Advanced Settings > WAN
> DMZ tab.

2. Configure the setting below. When done, click Apply.

« IP address of Exposed Station: Key in the client’s LAN IP
address that will provide the DMZ service and be exposed
on the Internet. Ensure that the server client has a static IP
address.

To remove DMZ:

1. Delete the client’s LAN IP address from the IP Address of
Exposed Station text box.

2. When done, click Apply.

65



66

4.3.6 DDNS

Setting up DDNS (Dynamic DNS) allows you to access the router
from outside your network through the provided ASUS DDNS
Service or another DDNS service.
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To set up DDNS:

1.

From the navigation panel, go to Advanced Settings > WAN
> DDNS tab.

Configure the following settings below. When done, click
Apply.

Enable the DDNS Client: Enable DDNS to access the ASUS
router via the DNS name rather than WAN IP address.

Server and Host Name: Choose ASUS DDNS or other DDNS.
If you want to use ASUS DDNS, fill in the Host Name in the
format of xxx.asuscomm.com (xxx is your host name).

If you want to use a different DDNS service, click FREE TRIAL
and register online first. Fill in the User Name or E-mail
Address and Password or DDNS Key fields.



« Enable wildcard: Enable wildcard if your DDNS service
requires one.

NOTES:
DDNS service will not work under these conditions:

« When the wireless router is using a private WAN IP address (192.168.x.x,
10.x.x.x, or 172.16.x.x), as indicated by a yellow text.

«  The router may be on a network that uses multiple NAT tables.

4.3.7 NAT Passthrough

NAT Passthrough allows a Virtual Private Network (VPN)
connection to pass through the router to the network clients.
PPTP Passthrough, L2TP Passthrough, IPsec Passthrough and RTSP
Passthrough are enabled by default.

To enable / disable the NAT Passthrough settings, go to the
Advanced Settings > WAN > NAT Passthrough tab. When done,
click Apply.
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4.4 |Pv6

This wireless router supports IPv6 addressing, a system that
supports more IP addresses. This standard is not yet widely
available. Contact your ISP if your Internet service supports IPv6.

/iSUS CM-32_AC2600 Logout et

1,2 Quick Internet

4 sewp

Firmware Version: 1.0.0.3 SSID: 0&-32.01.26 0+-32 01 56
IPv6

General
IPvé
By Network Map
= Configure the IPYE Intemet setting of CM-32_AG2600.
S5 Guest Network 19v6 £0
= Basic Config
NE Tratfic Manager
Gonnectiontype
B Farenal controts _
‘Auto Configuration Setting

K uss Appiication Enabls Raulc Advedtisernent

& ncioud 20

Advanced Settings

To set up IPv6:
1. From the navigation panel, go to Advanced Settings > IPv6.

2. Select your Connection Type. The configuration options vary
depending on your selected connection type.

3. Enter your IPv6 LAN and DNS settings.
4. Click Apply.

NOTE: Please refer to your ISP regarding specific IPv6 information for your
Internet service.




4,5 VPN Server

VPN (Virtual Private Network) provides a secure communication
to a remote computer or remote network using a public network
such as the Internet.

NOTE: Before setting up a VPN connection, you would need the IP address or
domain name of the VPN server you are trying to access.
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To set up access to a VPN server:

1. From the navigation panel, go to Advanced Settings > VPN
Server.

On the Enable PPTP Server field, select Yes.
On the Network Place (Samba) Support field, select Yes.

Enter the user name and password for accessing the VPN
server. Click the [f@) button.

5. Click Apply.

NOTE: For advanced VPN server settings, click the VPN Server tab to configure
broadcast support, authentication, MPPE Encryption, and Client IP address
range.
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4.6 Firewall

The wireless router can serve as a hardware firewall for your
network.

NOTE: The Firewall feature is enabled by default.

4.6.1 General

To set up basic Firewall settings:

1. From the navigation panel, go to Advanced Settings >
Firewall > General tab.

2. Onthe Enable Firewall field, select Yes.

On the Enable DoS protection, select Yes to protect your
network from DoS (Denial of Service) attacks though this may
affect your router’s performance.

4. You can also monitor packets exchanged between the LAN
and WAN connection. On the Logged packets type, select
Dropped, Accepted, or Both.

5. Click Apply.

4.6.2 URL Filter

You can specify keywords or web addresses to prevent access to
specific URLs.

NOTE: The URL Filter is based on a DNS query. If a network client has already

accessed a website such as http://www.abcxxx.com, then the website will not
be blocked (a DNS cache in the system stores previously visited websites). To

resolve this issue, clear the DNS cache before setting up the URL Filter.




To set up a URL filter:

1. From the navigation panel, go to Advanced Settings >
Firewall > URL Filter tab.

On the Enable URL Filter field, select Enabled.
Enter a URL and click the button.
Click Apply.

4.6.3 Keyword filter

Keyword filter blocks access to webpages containing specified
keywords.
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To set up a keyword filter:

1. From the navigation panel, go to Advanced Settings >
Firewall > Keyword Filter tab.

2. Onthe Enable Keyword Filter field, select Enabled.
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3. Enteraword or phrase and click the Add button.
4. Click Apply.

NOTES:

« The Keyword Filter is based on a DNS query. If a network client has already
accessed a website such as http://www.abcxxx.com, then the website
will not be blocked (a DNS cache in the system stores previously visited
websites). To resolve this issue, clear the DNS cache before setting up the
Keyword Filter.

o Web pages compressed using HTTP compression cannot be filtered. HTTPS
pages also cannot be blocked using a keyword filter.

4.6.4 Network Services Filter

The Network Services Filter blocks LAN to WAN packet exchanges
and restricts network clients from accessing specific web services
such as Telnet or FTP.
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To set up a Network Service filter:

1.

From the navigation panel, go to Advanced Settings >
Firewall > Network Service Filter tab.

On the Enable Network Services Filter field, select Yes.

Select the Filter table type. Black List blocks the specified
network services. White List limits access to only the specified
network services.

Specify the day and time when the filters will be active.

To specify a Network Service to filter, enter the Source IP,
Destination IP, Port Range, and Protocol. Click the button.

Click Apply.

4.6.5 IPv6 Firewall

By default, your ASUS wireless router blocks all unsolicited
incoming traffic. The IPv6 Firewall function allows incoming traffic
coming from specified services to go through your network.
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4,7 Administration

4.7.1 System

The

System page allows you to configure your wireless router

settings.
To set up the System settings:

1.

2.

3.

From the navigation panel, go to Advanced Settings >
Administration > System tab.

You can configure the following settings:

Change router login password: You can change the
password and login name for the wireless router by entering
anew name and password.

WPS button behavior: The physical WPS button on the
wireless router can be used to activate WPS or switch off
wireless networking.

Time Zone: Select the time zone for your network.

NTP Server: The wireless router can access a NTP (Network
time Protocol) server in order to synchronize the time.

Enable Telnet: Click Yes to enable Telnet services on the
network. Click No to disable Telnet.

Authentication Method: You can select HTTP, HTTPS, or
both protocols to secure router access.

Enable Web Access from WAN: Select Yes to allow devices
outside the network to access the wireless router GUI
settings. Select No to to prevent access.

Only allow specific IP: Click Yes if you want to specify the IP

addresses of devices that are allowed access to the wireless
router GUI settings from WAN.

Client List: Enter the WAN IP addresses of networking
devices allowed to access the wireless router settings. This
list will be used if you clicked Yes in the Only allow specific
IP item.

Click Apply.



4.7.2 Restore/Save/Upload Setting

To restore/save/upload cable modem router settings:

1. From the navigation panel, go to Advanced Settings >
Administration > Restore/Save/Upload Setting tab.
2. Select the tasks that you want to do:

« To restore to the default factory settings, click Restore, and
click OK in the confirmation message.

» To save the current system settings, click Save, navigate to
the folder where you intend to save the file and click Save.

« To restore from a saved system settings file, click Browse to
locate your file, then click Upload.

If issues occur, upload the latest firmware version and configure new settings.

Do not restore the router to its default settings.
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4.8 System Log

System Log contains your recorded network activities.

NOTE: System log resets when the router is rebooted or powered off.

To view your system log:

1. From the navigation panel, go to Advanced Settings >
System Log.

2. You can view your network activities in any of these tabs:

General Log

DHCP Leases

Wireless Log

Port Forwarding

Routing Table

Satup
General Log  Wireless Log  DHCPleases IPv6  Routing Table Port Forwarding  Connections
General
System Log - General Log
iy Network Map

‘This page shows the detalled system's activities.
S5 Guest Network

Sysiem Time Thu, Jan 01 10:55:40 1570
[ O T

Uptime 0 days 10 hours 55 minutes 40 seconds

ﬂ Parental Controls =

.t USB Application

& Acioud 20

Advanced Settings

) Firewan
Administration

/{ System Log

NOTE: To download cable log, go to Advanced Settings > Cable > CM
debug.
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5 Utilities

NOTES:

+ Install the cable modem router's utilities from the bundled support CD.

« If Autorun is disabled, run setup.exe from the root directory of the
support CD.

+  The utilities are not supported on MAC OS.

5.1 Device Discovery

Device Discovery is an ASUS WLAN utility that detects an ASUS
router device, and allows you to configure the wireless
networking settings.

To launch the Device Discovery utility:

«  From your computer’s desktop, click
Start > All Programs > ASUS Utility > CM-32 Wireless
Router > Device Discovery.

- X

IP Address Subnet Mask USB Device

Configure

MNumber of devices found: 1
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5.2 Setting up your printer server

You can share your printer with computers running on Windows®
and MAC operating system using LPR/LPD (Line Printer Remote/

Line Printer Daemon).

To share your LPR printer:

1. From the Windows® desktop, click Start > Devices and
Printers > Add a printer to run the Add Printer Wizard.

ol ==

nd Printers T4 [ Seerch Deve. ]

—
(LJ{L)[%+ ControlPanel » Hardware and Sound » Devices a

Adda device | Add aprinter =5~ @

4 Devices (5)

_ N -
ASUS GAMING AASUS PMITTS DT101 G2 ENGLISH-PC USB Keyboard
MOUSE GX950

4 Printers and Faxes (2)

2. Select Add a local printer and then click Next.

==

() = Add Printer

What type of printer do you want to install?

2 Add a local printer
Use this option only if you don't have a USB printer. (Windows automatically installs USB printers

when you plug them in.)

 Add a network, wireless or Bluetooth printer
Make sure that your computer is connected to the network, or that your Bluetooth or wireless

printer is turned on,




3. Select Create a new port then set Type of Port to Standard
TCP/IP Port. Click New Port.

@ =0 Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer.

Use an existing port: LPTL: (Printer Port

® Create a new port:

Type of port: Standard TCP/IP Port -

Cancel

4. Inthe Hostname or IP address field, key in the IP address of
the wireless router then click Next.

@ (= Add Printer

Type a printer hostname or IP address

Device type: TCP/IP Device
Hostname or [P address: 19216811
Port name: 19216811

Query the printer and automatically select the driver to use

Cancel
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5. Select Custom then click Settings.

@ (= Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device is turned on.

The network is connected.

The device is properly configured.

The address on the previous page is correct.

I you think the address is not correct, click Back to return to the previous page. Then correct the
2ddress and perform another search on the network. If you are sure the address is correct, select the
device type below,

Device Type

© Standard | Generic Network Card

6. SetProtocol to LPR. In the Queue Name field, key in
LPRServer then click OK to continue.

Configure Standard TCP/IP Port Monitor ==
Fort Seftings

Port Name: 19216811

Printer Name or IP Address: 19216811

Protocol

Raw Settings
9100

LPR Settings

Queue Name: LPRServer|

[ LPR Byte Counting Ensbled

[C]SNMP Status Enabled

public

1




7. Click Next to finish setting up the standard TCP/IP port.

B 3
@ /i Add Printer

Additional port information required

The device is not found on the network. Be sure that:

The device s tumed on.
The network is connected.

The device is properly configured.

The address on the previous page s correct.

If you think the address is ot correct, click Back to return to the previous page. Then correct the
address and perform anather search on the network, I you are sure the address is correet, select the
device type below.

Device Type
@ Standard | Generic Network Card

8. Install the printer driver from the vendor-model list. If your

printer is not in the list, click Have Disk to manually install the

printer drivers from a CD-ROM or file.
==

@ /= Add Printer

Install the printer driver

/ Choose your printer from the list. Click Windows Update to see more models.

=
Toinstall the driver from an installation CD, click Have Disk.

Manufacturer || printers B

Kyocera [5] Lexmark X422 (MS)

Lenier 5] Lexmark X543 PS (Ms)

Lexmark mark X544 PS (MS)

Microsoft o) Lexmark X642e (M5)

nine 2 T4 e e VE AN o (A ACY 2
51 This driver s digitally signed. [ WindowsUpdate | [ HaveDisk.. |

Tell me why driver signing is important
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9. Click Next to accept the default name for the printer.

@ =0 Add Printer

Type a printer name

==

Printer name: JLexmark X544 PS (MS)]

This printer will be installed with the Lexmark X544 PS (MS) driver.

10. Click Finish to complete the installation.

) = Add Printer

You've successfully added Lexmark X544 PS (MS)

test page.

Print a test page

=

To check if your printer is working properly, or to see troubleshoeting information for the printer, print a




5.3 Download Master

Download Master is a utility that helps you download files even
while your laptops or other devices are switched off.

NOTE: You need a USB device connected to the wireless router to use
Download Master.

To use Download Master:

1. Click General > USB application > Download Master to
download and install the utility automatically.

NOTE: If you have more than one USB drive, select the USB device you want to
download the files to.

2. After the download process is finished, click the Download
Master icon to start using the utility.

3. Click Add to add a download task.

isis

Task
TR ® @O ® ® ® ® ®
Remove. Pause Resume Pause All Resume All cl Home

lear Completed
Tasks

Add

Settings
tansfers  All| Downloading| Seeding| Paused| Finished $0KBps  ® OKBps

4, Select a download type such as BitTorrent, HTTP, or FTP.
Provide a torrent file or a URL to begin downloading.

NOTE: For details on Bit Torrent, refer to section 5.4.1 Configuring the Bit
Torrent download settings.
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5. Use the navigation panel to configure the advanced settings.

General Setting

5.3.1 Configuring Bit Torrent download settings

sus

Task
Bit Torrent Setting

585/ Tas

Port

®Use the default port

Settings ®Use the following port

\ General

Incoming port
SpeedLimits:

M Maximum download speed:

S

M Maximum upload speed

BifTorrent Network setting
ol encryption
llowed per torrent

DHT network

KBIS

KBIS

Encryption disabled [

Enable DHT 10 activate rackless torrent downioad.

Apply

To configure BitTorrent download settings:

1. From Download Master’s navigation panel, click Bit Torrent to
launch the Bit Torrent Setting page.

2. Select a specific port for your download task.

To prevent network congestion, you can limit the maximum
upload and download speeds under Speed Limits.

4. You can limit the maximum number of allowed peers and
enable or disable file encryption during downloads.



5.3.2 NZB settings

You can set up a USENET server to download NZB files. After
entering USENET settings, Apply.

NZB Setting

‘Setup USENET senverto download NZ8 files:

2011 ASUSTeK Computer Inc. Al rights reserved.
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6 Troubleshooting

This chapter provides solutions for issues you may encounter with
your router. If you encounter problems that are not mentioned in
this chapter, visit the ASUS support site at:
http://support.asus.com/ for more product information and
contact details of ASUS Technical Support.

6.1 Basic Troubleshooting

If you are having problems with your router, try these basic steps
in this section before looking for further solutions

When the cable modem router is plugged in but all the LEDs
are off:

1. Check if the power cord is properly plugged to the modem
router and wall outlet.

2. Checkif you are using the ASUS power adapter supplied for
this product.

3. Ifthe error persists, it could indicate a hardware problem.
Contact our support hotline.

When the power cord is plugged but the power LED never
turn on:

1. Check if the power cord is properly plugged to the modem
router and wall outlet.

2. Checkif you are using the ASUS power adapter supplied for
this product.

3. Ifthe error persists, it could indicate a hardware problem.
Contact our support hotline.



When LAN LED is off with an Ethernet connection on any
of the LAN ports:

1.

w

Check if the Ethernet cable is secured at the modem router
and at the computer.

Check if you are using a RJ45 Ethernet cable.

Try to use another Ethernet cable.

If still can not access to the GUI via a LAN port, contact
support hotline.

Restart your network in the following sequence:

1.
2.
3.

4.

Unplug the modem router.
Turn off the computers.

Plug in the modem router and then wait for 2
minutes.

Turn on computers.

Check if your Ethernet cables are plugged properly.

Check if the wireless setting on your computer matches that

When the Ethernet cable connecting your powered-on
computer with the router is plugged in properly, the
corresponding LAN LED will be on.

of your computer.

When you connect your computer to the router wirelessly,
ensure that the SSID (wireless network name), encryption
mehtod, and password are correct.

Check if your network settings are correct.

Each client on the network should have a valid IP address.

ASUS recommends that you use the router’s DHCP server to

assign IP addresses to computers on your network.
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Some cable modem service providers require you to use
the MAC address of the computer initially registered on

the account. You can view the MAC address in the web GUI,
Network Map > Clients page, and hover the mouse pointer
over your device in Client Status.

/iSUS  CM-32_AC2600 Logost Webioot

Firmware Version: 1.0.0.3 SSID: C+-32 01 26 (%-32 01 56
* e Quick Internet

Client status
Internet status:
Disconnected Online  Wired (1)
ooNS: 6O

2
A Guest Network

4k uss application

& ncioud 2.0

Advanced Settings

A Traffic Manager
Security level: ey
ﬂ Parental Controls WPA2-Personal & Logged In User:
YES

© cable

S’ Wireless Clients:



6.2 Frequently Asked Questions (FAQs)

| cannot access the router GUI using a web browser

If your computer is wired, check the Ethernet cable
connection and LED status as described in the previous
section.

Ensure that you are using the correct login information. The
default factory login name and password is “admin/admin”.
Ensure that the Caps Lock key is disabled when you enter the
login information.

Delete the cookies and files in

your web browser. For Internet |55 o

Internet Options -2 |

Explorer 8, follow these steps: || ...

/? To create home page tabs, type each address
W

1. Launch Internet Explorer 8,
then click Tools > Internet

[ use aurent t | [ Usedefaut | [ usebiank

Options. ovar ity

[ Delete termporary files, history, cookies, saved p d

2. Inthe General tab, R

under Browsing history,
click Delete..., select -
Temporary Internet Files | ...
and Cookies then click e
Delete.

Colors | [ Languages | [ Fonts | [ Accessbiity |

o

NOTES:

The commands for deleting cookies and files vary with web browsers.

Disable proxy server settings, cancel the dial-up connection,
and set the TCP/IP settings to obtain IP addresses
automatically. For more details, refer to Chapter 1 of this user
manual.

Ensure that you use CAT5e or CAT6 ethernet cables.
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The client cannot establish a wireless connection with the
router.

NOTE: If you are having issues connecting to 5GHz network, make sure
that your wireless device supports 5GHz or features dual band capabilities.

« Outof Range:
« Move the router closer to the wireless client.

«  Try to adjust antennas of the router to the best direction
as described in section 1.4 Positioning your router.

o DHCP server has been disabled:

1. Launch the web GUI. Go to General > Network Map>
Clients and search for the device that you want to
connect to the router.

2. Ifyou cannot find the device in the Network Map, go to
Advanced Settings > LAN > DHCP Server, Basic Config
list, select Yes on the Enable the DHCP Server.

Setup
LANTP  DHCP Server Route
General

LAN - DHCP Server

S Network Map
DHCP (Dynamic Host Configuration Protacol)is & protoc for the automatic configuration used on IP natworks. Tha DHCP

"

S5 cuestNetwork ‘server ean assign sach client an IP address and Informs the ellant of the of DNS servar IP and default gateway IP.
€M-32_AC2600 supparts up to 253 IP addresses for your local netwerk.

AL Tratfic Manager =

{3 Farental controle Enable the DHGP Server “ Yes @ No

CM-32_ AC2600's Domain Name

4K uss application

1P Pool Staring Address 192.168.1.2
& ncoud20
o P Pool Ending Addrass 192.168.1,253

ced Settings Lsasa time 86300

Defout Gateway

DNS and WINS Server Setting

ONS Server

WINS Server

Enable Manual Assignment

P — ®ves o
Manually Assigned IP around the DHCP list (Max Limit : 84)
MAC acdress
) rirewan
[ Administration

[& systemiog




SSID has been hidden. If your device can find SSIDs from other
routers but cannot find your router’s SSID, go to Advanced
Settings > Wireless > General, select No on Hide SSID, and
select Auto on Control Channel.

/SUS CM-32_AC2600 Logout Reboot
‘i‘.w‘kl - Frmware Version: 1.0.0.3 SSID: Qu-32. 012 Oa-32_01 56
Sewp

General WPS  Wireless MAC Fiter  RADIUS Setting  Professional

General
Wireless - General
& ework map
S e e et

and 240z

P
AU Guest Network

AL Traic Manager sso 320126

B Farental controls Hida SSID

4 uss appiication b

—
& moouazo
Conet G
inced Settings. Extension Channel
[—
s—
pr——

Protactad Mansgament Frames

Network Key Rotation Intarval

If you are using a wireless LAN adapter, check if the wireless
channel in use conforms to the channels available in your
country/area. If not, adjust the channel, channel bandwidth,
and wireless mode.

If you still cannot connect to the router wirelessly, you can
reset your router to factory default settings. In the router
GUlI click Administration > Restore/Save/Upload Setting
and click Restore.

/iSUS CM-32_AC2600 Logout R0t

* e Quick Internet
Setup

( 4

Firmware Version: 1.0.0.3 SSID: 0¢-32 01 26¢ o-32 01 56

System  Restore/Save/Upload Setting  Feedback

General
Administration - Restore/Save/Upload Setting
&by Network Map

= ‘This function allows you o save current settings of CM-32_AC2600 o a fe, or load settings from a fle.
S5 Guest Network

Factory defautt Restore
A Traffic Manager
Save

B rarental controts

Upload 2 »amnx-

4K use application
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Internet is not accessible.

«  The device has been blocked via the Parental Control
function. Go to General > Parental Control and see if the
device is in the list. If the device is listed under Client Name,
remove the device using the Delete button or adjust the Time
Management Settings.

General
Parental Controls
&B Network Map

= Parental Controls allow you to set the time limit for a client's network usage. To use
& Guest Network Parental Controls:

A 1. in the [Clients Name] column, select the elient whose network usage you want to
=4 i conirol. You may also key in the clients MAC address in the [Clients MAC
Address] column.

2. i the [Add / Delete] column, click the plus(+) icon to add the client.

i Farental controts &
& - 3. In the [Time Management] column, click the edit fcon to eclit the Active Schedule.
* USB Application “

4. Select the desired time slots for aliowed access times. Drag and hold to create.
longer time siots.
& weowzo 5. Click [OK] fo save the settings mads.

» Click to open the tutorial video.

i Seingt Note: Clients that are added to Parenial Controls will have their internst access

Cable restricted by defauft

Enabie Parental Controls. ON
Wireless

System Tima

Thu, Jan 01
* Reminder. The

Rem
Client List (Max Limit : 16)
- Clients MAC Address

“

«  Tryto reboot your computer and verify the network’s IP
address and gateway address.

You forgot the SSID (network name) or network password

«  Setup a new SSID and encryption key via a wired connection
(Ethernet cable). Launch the web GUI, go to Network Map,
click the router icon, enter a new SSID and encryption key,
and then click Apply.

«  Reset your router to the default settings. Launch the web GUI,
go to Administration > Restore/Save/Upload Setting, and
click Restore. The default login account and password are
both “admin”.



You forgot your personal login name and password

You have toreset the cable modem router to the default
setting. Hold the reset button on the back panel for over 5
secondsand wait till the 2.4 GHzand 5 GHz LEDs light white,
thenyou can use the default settingstologin.

How to restore the system to its default settings?

Hold the reset button on the back panel for over 5 seconds
and wait till the 2.4 GHz and 5 GHz LEDs light white, then
you can use the default settings to log in.

Or, go to Administration > Restore/Save/Upload Setting,
and click Restore.

The following are the factory default settings:

Login name: admin

Password: admin

Enable DHCP: Yes (if WAN cable is plugged in)
IP address: 192.168.1.1

Domain Name: http://router.asus.com

Subnet Mask: 255.255.255.0

DNS Server 1: 192.168.1.1

DNS Server 2: (Blank)

SSID (2.4GHz): Please see the product label on
SSID (5GHz): the bottom of the modem router
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Cannot access Web GUI

Before configuring your wireless router, do the steps described in
this section for your host computer and network clients.

A. Disable the proxy server, if enabled.

Windows’ 7

. [
1. Click Start > Internet Explorer omst s s ene. G s

to launch the browser.

2. Click Tools > Internet options
> Connections tab > LAN

settings.

3. Fromthe Local Area
Network (LAN) Settings
screen, untick Use a
proxy server for your
LAN.

4, Click OK when done.

94

Local Area Metwork (LAN) Settings | S|
e o —

dg To set Up an Internet connection, dick
Setup.

Dial-up and Virtual Private Network settings —

&3 Access RD Network Resources - Go to vpn,as| Add... ‘

Add VPN...
O] . ] » Remove...
U P—

server for a connection.

@ Never dial a connection
() Dial whenever a network connection is not present.
(©) Always dial my defauit connection

Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.

Choose Settings above for dial-up settings.

) o) [ oy

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[] Automatically detect settings
D Use automatic configuration script

Proxy server

& Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address Port: |80 Advanced

Bypass proxy server for local addresses

e




‘000 Network a’

MAC OS < male m
1. From your Safari

browser, click Safari e e

> Preferences > e

Advanced > Change =

Settings... R — Nl ]
2. From the Network - “ e

screen, deselect FTP e :

Proxy and Web Proxy

(HTTP). ]

3. Cllick Apply Now when
done.

U
(" Click the lock o prevent further changes.

(CAssist me... )| (_Apply Now

NOTE: Refer to your browser's help feature for details on disabling the proxy

server.

B. Setthe TCP/IP settings to automatically obtain an IP

address.

Windows' 7

[ EES Properties

1. Click Start > Control Panel
> Network and Internet
> Network and Sharing
Center > Manage network
connections.

2. Select Internet Protocol
Version 4 (TCP/IPv4) or
Internet Protocol Version
6 (TCP/IPv6), then click
Properties.

Networking | Authertication

Connect using:

¥ Realtek PCle GBE Family Controller

This connection uses the following items

| e |

age

] 9% Client for Microsoft Networks
™ /Bl 005 Packet Scheduler
4=} File and Printer Sharing for Microsoft Networks
-i. Rawether NDIS 6 X SPR Protocol Diiver
-i. Intemet Protocol Version 6 (TCP/IPvE)
o ntemet Protocal Vegsio

OFRCEer T5 ST
-4 Link-Layer Topology Discovery Respander

n 4 (TCP/IPv4)

Dfver

Install...

Descrption

Transmission Control Protocol/Intemet Protocol. The default
wids area network protocol that provides communication
across diverss interconnscted networks
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3. Toobtain the IPv4 IP
settings automatically,

tick Obtain an IP address

automatically.
To obtain the IPv6 IP

settings automatically, tick

Obtain an IPv6 address
automatically.

4. Click OK when done.

MACOS

1. Click the Apple icon &
located on the top left
of your screen.

2. Click System
Preferences > Network
> Configure...

3. From the TCP/IP tab,
select Using DHCP in
the Configure IPv4
dropdown list.

4. Cllick Apply Now when
done.

==

Internet Protocol Version 4 (TCP/IPv4) Pmpemesr\
s

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
() Use the following IP address:

(@) Obtain DNS server address sutomatically

() Use the following DNS server addresses:

Validate settings upon exit

Network (=]

=Aa® g

= =]
Show All . Displays Sound  Network Startup Disk

Location: | Automatic

Show: | Built-in Ethernet

I

TCP/IP | PPPOE | AppleTalk | Proxies | Ethernet !

I Configure IPv4: | Using DHCP v

Renew DHCP Lease )

DHCP Client ID:
(f required)

IP Address: 192.168.182.103
Subnet Mask: 255.255.255.0

Router: 192.168.182.250

DNS Servers: 192.168.128.10 (Optional)

Search Domains: (Optional)

IPv6 Address: fe80:0000:0000:0000:0211:24ff:fe32:b18e

®

(Cassistme... )| (" Apply Now )

n
\L{ Click the lock to prevent further changes.

NOTE: Refer to your operating system'’s help and support feature for details on
configuring your computer’s TCP/IP settings.




C. Disable the dial-up connection, if enabled.

Windows' 7

1. Click Start > Internet Explorer |
to launch the browser.

2. (Click Tools > Internet options
> Connections tab.

3. Tick Never dial a connection.
Click OK when done.

Internet |

General | security [ Privacy | Contenf | Connections | ffograms | Advanced |
| IS

.10 To setup an Intemet connection, dick
Setup.
Dial-up and Virtual Private Network settngs —

&3 Access RD Network Resources - Go to vpn.as| Add...
< i ] r Remove. ..

Choose Settings if you need to configure a proxy Settings
server for a connection.

® Never dial a connection
T Dial whenever a netwark cannection is not present

(@ Aways dial my default connection

Set default

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up comnections.

Choose Settings above for dial-up settings.

NOTE: Refer to your browser's help feature for details on disabling the dial-up

connection.
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Appendices

Notices

ASUS Recycling/Takeback Services

ASUS recycling and takeback programs come from our
commitment to the highest standards for protecting our
environment. We believe in providing solutions for you to be able
to responsibly recycle our products, batteries, other components,
as well as the packaging materials. Please go to http://csr.asus.
com/english/Takeback.htm for the detailed recycling information
in different regions.

REACH

Complying with the REACH (Registration, Evaluation,
Authorisation, and Restriction of Chemicals) regulatory
framework, we published the chemical substances in our products
at ASUS REACH website at

http://csr.asus.com/english/index.aspx

Federal Communications Commission Statement

This device complies with Part 15 of the FCC Rules. Operation is
subject to the following two conditions:

+  This device may not cause harmful interference.

+  This device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the
limits for a class B digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with

the instructions, may cause harmful interference to radio



communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of
the following measures:

«  Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and
receiver.

«  Connect the equipment into an outlet on a circuit different
from that to which the receiver is cpnnected.

«  Consult thedealer or an experienced radio/TV technician for
help.

FCC Caution

Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to
operate this equipment.

This transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter.

Radiation Exposure Statement
This equipment complies with FCC radiation exposure limits set
forth for an uncontrolled environment. This equipment should be

installed and operated with minimum distance 37cm between the
radiator & your body.

IMPORTANT! This device within the 5.15 ~ 5.25 GHz is restricted to indoor
operations to reduce any potential for harmful interference to co-channel MSS
operations.
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Note to System Installer

For this apparatus, the cable shield/screen shall be grounded as
close as practical to the point of entry of the cable into the
building. For products sold in the US and Canada, this reminder is
provided to call the system installer's attention to Article 800-93
and Article 800-100 of the NEC (or Canadian Electrical Code Part
1), which provides guidelines for proper grounding of the cable
shield.



GNU General Public License

Licensing information

This product includes copyrighted third-party software licensed
under the terms of the GNU General Public License. Please see
The GNU General Public License for the exact terms and
conditions of this license. All future firmware updates will also be
accompanied with their respective source code. Please visit our
web site for updated information. Note that we do not offer
direct support for the distribution.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of
this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share
and change free software--to make sure the software is free for all
its users. This General Public License applies to most of the Free
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Software Foundation’s software and to any other program whose
authors commit to using it. (Some other Free Software Foundation
software is covered by the GNU Library General Public License
instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that
you have the freedom to distribute copies of free software (and
charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use
pieces of it in new free programs; and that you know you can do
these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that
you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they
know their rights.

We protect your rights with two steps: (1) copyright the software,
and (2) offer you this license which gives you legal permission to
copy, distribute and/or modify the software

Also, for each author’s protection and ours, we want to make
certain that everyone understands that there is no warranty for
this free software. If the software is modified by someone else and
passed on, we want its recipients to know that what they have is
not the original, so that any problems introduced by others will
not reflect on the original authors’ reputations.



Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making
the program proprietary. To prevent this, we have made it clear
that any patent must be licensed for everyone’s free use or not
licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

Terms & conditions for copying, distribution, & modification

0. This License applies to any program or other work which
contains a notice placed by the copyright holder saying it may
be distributed under the terms of this General Public License.
The “Program’; below, refers to any such program or work, and
a“work based on the Program” means either the Program or
any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or
with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the
term “modification”) Each licensee is addressed as “you”.

Activities other than copying, distribution and modification
are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output
from the Program is covered only if its contents constitute

a work based on the Program (independent of having been
made by running the Program). Whether that is true depends
on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy
an appropriate copyright notice and disclaimer of warranty;
keep intact all the notices that refer to this License and to the
absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.
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You may charge a fee for the physical act of transferring a
copy, and you may at your option offer warranty protection in
exchange for a fee.

You may modify your copy or copies of the Program or any
portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the
terms of Section 1 above, provided that you also meet all of
these conditions:

a) You must cause the modified files to carry prominent
notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish,
that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no
charge to all third parties under the terms of this License.

¢) If the modified program normally reads commands
interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to
print or display an announcement including an appropriate
copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may
redistribute the program under these conditions, and telling
the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such
an announcement, your work based on the Program is not
required to print an announcement.)

These requirements apply to the modified work as a whole.

If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and
separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections

as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License,



whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who
wrote it.

Thus, it is not the intent of this section to claim rights or
contest your rights to work written entirely by you; rather,
the intent is to exercise the right to control the distribution of
derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on
the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium
does not bring the other work under the scope of this License.

You may copy and distribute the Program (or a work based on
it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you also do
one of the following:

a) Accompany it with the complete corresponding machine-
readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to
be distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange; or,

Accompany it with the information you received as to

the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and
only if you received the program in object code or executable
form with such an offer, in accord with Subsection b above.)

105



106

The source code for a work means the preferred form of

the work for making modifications to it. For an executable
work, complete source code means all the source code for all
modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception,
the source code distributed need not include anything that
is normally distributed (in either source or binary form) with
the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that
component itself accompanies the executable.

If distribution of executable or object code is made by
offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same
place counts as distribution of the source code, even though
third parties are not compelled to copy the source along with
the object code.

You may not copy, modify, sublicense, or distribute the
Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute
the Program is void, and will automatically terminate your
rights under this License. However, parties who have received
copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full
compliance.

You are not required to accept this License, since you have

not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These
actions are prohibited by law if you do not accept this License.

Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance
of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works
based on it.



Each time you redistribute the Program (or any work based

on the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the
Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise

of the rights granted herein. You are not responsible for
enforcing compliance by third parties to this License.

If, as a consequence of a court judgment or allegation of
patent infringement or for any other reason (not limited to
patent issues), conditions are imposed on you (whether by
court order, agreement or otherwise) that contradict the
conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to
satisfy simultaneously your obligations under this License and
any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the
Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and
this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable
under any particular circumstance, the balance of the section
is intended to apply and the section as a whole is intended to
apply in other circumstances.

It is not the purpose of this section to induce you to infringe
any patents or other property right claims or to contest
validity of any such claims; this section has the sole purpose
of protecting the integrity of the free software distribution
system, which is implemented by public license practices.
Many people have made generous contributions to the
wide range of software distributed through that system in
reliance on consistent application of that system; it is up to
the author/donor to decide if he or she is willing to distribute
software through any other system and a licensee cannot
impose that choice.
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This section is intended to make thoroughly clear what is
believed to be a consequence of the rest of this License.

If the distribution and/or use of the Program is restricted

in certain countries either by patents or by copyrighted
interfaces, the original copyright holder who places the
Program under this License may add an explicit geographical
distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus
excluded. In such case, this License incorporates the limitation
as if written in the body of this License.

The Free Software Foundation may publish revised and/

or new versions of the General Public License from time to
time. Such new versions will be similar in spirit to the present
version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the
Program specifies a version number of this License which
applies to it and “any later version’, you have the option of
following the terms and conditions either of that version or of
any later version published by the Free Software Foundation.
If the Program does not specify a version number of this
License, you may choose any version ever published by the
Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free

programs whose distribution conditions are different, write to
the author to ask for permission.

For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be
guided by the two goals of preserving the free status of all
derivatives of our free software and of promoting the sharing
and reuse of software generally.



NO WARRANTY

11

12

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE,
THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS"WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR
AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL
OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE

OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

END OF TERMS AND CONDITIONS
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ASUS Contact information

ASUSTeK COMPUTER INC. (Asia Pacific)
Address 15 Li-Te Road, Peitou, Taipei, Taiwan 11259
Website www.asus.com.tw

Technical Support

Telephone +886228943447

Support Fax +886228907698

Online support support.asus.com

ASUS COMPUTER INTERNATIONAL (America)

Address 800 Corporate Way, Fremont, CA 94539, USA
Telephone +15107393777

Fax +15106084555

Website usa.asus.com

Online support support.asus.com

Networks USA Hotline Information

Hotline Number 1-812-282-2787
Service Hours 8:30-12:00 EST Mon-Fri
9:00-18:00 EST Sat-Sun

NOTE: For more information, visit the ASUS support site at:

http://support.asus.com

Manufacturer: ASUSTeK Computer Inc.
Tel: +886-2-2894-3447

Address: |4F, No. 150, LI-TE RD., PEITOU,
TAIPEI 112, TAIWAN

Authorised ASUS Computer GmbH
representative Address: |HARKORT STR. 21-23, 40880
in Europe: RATINGEN, GERMANY
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